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Executive Summary

The convergence of artificial intelligence (Al) and customer relationship management (CRM) has transformed business
operations. Salesforce, as a leading cloud CRM provider, has integrated advanced Al—such as Einstein, Einstein GPT (Agentforce),
and Slack-based Al tools—across its platforms. By 2025, generative Al adoption is pervasive: surveys show ~61% of desk
workers currently use or plan to use generative Al, and 68% believe it will enhance customer service (Source: www.salesforce.com).
However, this rapid Al integration brings complex governance and compliance challenges. In particular, organizations must
align Salesforce’s Al usage with privacy and Al regulations like the EU’s General Data Protection Regulation (GDPR), the
California Consumer Privacy Act (CCPA) (and CPRA), and the forthcoming EU Al Act.

This report provides an in-depth compliance guide for Al governance in Salesforce, covering regulatory requirements, Salesforce’s
built-in governance tools, and industry best practices. Key findings include:

Regulatory Landscape: GDPR (effective 2018) enforces strict data subject rights and fair processing of EU personal data;
CCPA/CPRA (California, effective 2020/2023) grants Californians rights like data deletion and opt-out of “sales”; and the EU Al
Act (enacted 2024) creates a risk-based Al framework banning certain high-risk Al uses (e.g. biometric social scoring) and
imposing obligations on others (Source: digital-strategy.ec.europa.eu) (Source: www.salesforce.com). By August 2027, the Al
Act will be fully in force (Source: ai-act-service-desk.ec.europa.eu) (Source: ai-act-service-desk.ec.europa.eu). Concurrently,
new US state laws (e.g. Virginia CDPA), India PDPB, and international frameworks (NIST RMF) are emerging (Source:
cloudsecurityalliance.org) (Source: cloudsecurityalliance.org).

Salesforce’s Al Offering and Governance Milestones: Salesforce has rapidly embedded Al (Einstein GPT/Agentforce) into
CRM, often via partnerships (OpenAl’'s ChatGPT, Anthropic’'s Claude) (Source: investor.salesforce.com) (Source:
www.investing.com). In 2024-25 alone, Salesforce closed over 1,000 paid Al deals and launched Agentforce 360 integrating
LLMs in Slack and CRM (Source: www.reuters.com) (Source: www.investing.com). Recognizing governance needs, Salesforce
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established trusted Al principles (Responsible, Accountable, Transparent, Empowering, Inclusive) (Source: www.salesforce.com)
(Source: www.salesforce.com) and released an Al Acceptable Use Policy that bans harmful Al uses and ensures “no
avoidable harm” (Source: www.salesforce.com) (Source: www.salesforce.com). Salesforce also championed the EU Al Act’s risk-
based approach and incorporates its requirements (e.g. bias detection, transparency) into its Trust Layer and policies (Source:
www.salesforce.com) (Source: www.salesforce.com).

« Compliance Measures & Tools: Salesforce platforms offer numerous features for privacy and Al governance. For GDPR/CCPA,
Salesforce provides data processing addenda, consent management (Individual objects, “Don’t Process” flags (Source:
medium.com), data minimization and masking tools (Source: www.salesforce.com), and deletion APIs (e.g. Einstein GDPR
Delete API) (Source: developer.salesforce.com). Its Customer 360 Data Cloud centralizes data while supporting data
retention and consent management policies. The Privacy Center/Privacy Center (Financial Services) and Data Cloud
consent DMOs help enact retention and “right to be forgotten” (RTBF) rules (Source: www.salesforce.com) (Source:
www.salesforce.com). For Al specifically, the Einstein Trust Layer enforces encryption, access controls, zero retention of prompts

by LLMs, and audit logging (Source: vantagepoint.io). Salesforce Shield and platform encryption secures data at rest, and an
audit trail ensures accountability. Companies are advised to implement Al governance frameworks—e.g. cross-functional Al
oversight committees, risk registers, and employee training—as recommended by Salesforce (Source: www.salesforce.com)
(Source: www.salesforce.com).

. Case Studies & Examples: Notable examples illustrate these practices. In the healthcare sector, Salesforce Health Cloud with
Shield complies with GDPR'’s special protection for health data (requiring DPIAs, strict retention) (Source: www.salesforce.com).
Financial services firms use the Salesforce Privacy Center to automate CCPA/CPRA “delete my data” (RTBF) requests and GDPR
data retention limits (Source: www.salesforce.com) (Source: www.salesforce.com). In mid-2025, Salesforce proactively
tightened Slack’s data use rules - banning third-party indexing of Slack message data - to guard against privacy risks with Al
agents (Source: www.reuters.com).

. Implications and Future Directions: As regulations evolve, companies using Salesforce must adopt agile governance. By
2025-26, risk-based updates (e.g. EU Al Act enforcement, state laws) will require robust documentation, bias monitoring, and
human-in-the-loop controls (Source: cloudsecurityalliance.org) (Source: ai-act-service-desk.ec.europa.eu). Salesforce and
customers will need joint Al accountability: customers as data controllers handling rights requests, and Salesforce as processor
embedding compliance features. The industry trend is toward continuous compliance (runtime monitoring, model risk
management) and greater transparency of Al decisions.Salesforce’s announced initiatives (Al ethics training, responsible Al
funds, multi-provider Al partnerships) suggest a future where trust and legal adherence are integral to Al CRM innovation.

This report details each of these aspects. It begins with background on Al governance and Salesforce’s Al tools, then delves into
each major regulation (GDPR, CCPA/CPRA, EU Al Act) and how businesses can meet their requirements in a Salesforce environment.
We present methods for data governance, refer to Salesforce’s built-in compliance tools, analyze real-world scenarios, and discuss
implications of evolving laws. Every claim is supported by authoritative sources. Through extensive citations, data, and expert
guidance, this guide equips decision-makers and implementers with a comprehensive compliance blueprint for Al in Salesforce by
2025.

Introduction

The rise of artificial intelligence (Al) has ushered in a new era for enterprise software. In customer relationship management
(CRM), Salesforce has been at the forefront, integrating Al to automate tasks, personalize experiences, and unlock insights. Its Al
offerings include “Einstein” predictive analytics, Einstein GPT generative Al (now evolving into the Agentforce platform), and a
growing array of Al assistants in Slack and Marketing Cloud. For example, Einstein GPT leverages Salesforce’s own models together
with powerful external LLMs (like OpenAl’s GPT-4/5 and Anthropic’s Claude) to auto-generate emails, support knowledge articles,
and even write code (Source: investor.salesforce.com) (Source: www.investing.com). By late 2024, Salesforce had signed 1,000+
“Agentforce” deals for Al-driven virtual agents running in Slack and CRM (Source: www.reuters.com), underscoring the rapid

adoption of Al in its ecosystem.

Generative Al adoption in the wider workforce is also surging. Salesforce surveys (2024-25) show that majorities of younger
employees use or intend to use generative Al: e.g. 65% of GenAl users are Millennials/GenZ (Source: www.salesforce.com). Among
general populations, usage ranges from ~45% in the U.S. to 73% in India (Source: www.salesforce.com). Most early users (75%)
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seek to automate work tasks with Al (Source: www.salesforce.com). However, non-users cite safety and privacy concerns - for
instance, 64% say they’d use generative Al more if it were “more safe/secure” (Source: www.salesforce.com). This gap highlights
the demand for trustworthy Al systems with robust governance.

Al governance refers to the policies, processes, and controls that ensure Al systems are developed and used ethically,
transparently, and legally. Key principles include accountability, fairness, transparency, and human oversight. Salesforce itself has
articulated a “Five Trusted Al Principles” - Responsible (e.g. protect human rights, safeguard data), Accountable (refine practices via
feedback), Transparent (explain Al decisions), Empowering (augment human ability), and Inclusive (avoid bias, represent diverse
needs) (Source: www.salesforce.com) (Source: www.salesforce.com). For example, Salesforce’s Principle of Transparency commits
to explaining “why” an Al recommendation was made so unintended outcomes can be identified (Source: www.salesforce.com).
These internal principles align with broader frameworks (e.g. OECD Al Ethics Guidelines, ISO/IEC standards, NIST's Al Risk
Management framework) which all stress documentation, risk assessment, and rights. Enshrining such governance is critical:

studies show that data mishandling can cost firms ~$14.8 million on average (Source: www.salesforce.com), so embedding
trustworthy Al practices is both ethically and financially prudent.

However, beyond soft-principles, countries are codifying Al and data rules into law. The EU’s General Data Protection
Regulation (GDPR) (2018/2018) imposes strict data subject rights (access, correction, erasure, portability) and mandates “privacy
by design” and Data Protection Impact Assessments for risky processing. California’s CCPA (effective 2020, expanded by CPRA in
2023) grants similar rights for California residents, including opting out of the “sale” of their personal data (Source:
www.salesforce.com). Both GDPR and CCPA broadly govern how businesses (including those on Salesforce) may collect and use
personal data. In 2024, the EU also passed the first dedicated Al law: the EU Al Act, a risk-based regulation banning certain high-

risk Al uses (e.g. biometric profiling, subliminal manipulation) and imposing stringent obligations (transparency, human oversight,
documentation, bias checks) on high-risk Al systems (Source: digital-strategy.ec.europa.eu) (Source: www.salesforce.com). By
2025-26, companies deploying Al must align with these rules.

For organizations using Salesforce, this means their CRM Al deployments must be governed to satisfy GDPR/CCPA Al
pitfalls and meet Al Act categories. For instance, if a marketer in France uses Einstein GPT to draft customer communications,
that workflow must respect GDPR consent and erasure rights. If an insurer in California uses Salesforce Al for claims triage, it must
allow Californians to exercise CCPA rights. If a German bank embeds a high-risk Al (e.g. credit scoring) via Salesforce, the EU Al
Act’'s requirements kick in (e.g. DPIA, trained to cryptographically remove bias). Moreover, Salesforce itself, as a provider of Al
systems (processor of EU data), must design its services to enable compliance (Source: www.salesforce.com) (Source:
vantagepoint.io).

This report aims to serve as a comprehensive Compliance Guide (2025) for Al governance in Salesforce. It offers an exhaustive
survey of relevant regulations (GDPR, CCPA/CPRA, EU Al Act, and related laws), explains their implications for Salesforce Al, and
describes how to meet those obligations using Salesforce’s platform features and governance best practices. We will examine
multiple perspectives (technology, legal, ethical) and include data, expert opinions, and use-case analyses. Sections cover historical
context (e.g. origins of GDPR), Salesforce’'s current Al strategy, regulatory analyses (with timelines like the Al Act’'s ramp-up
(Source: ai-act-service-desk.ec.europa.eu) (Source: ai-act-service-desk.ec.europa.eu), data governance techniques (masking,
consent, retention policies (Source: www.salesforce.com) (Source: www.salesforce.com), and real-world examples (e.g. Slack terms
update (Source: www.reuters.com), healthcare, financial services). We conclude with future considerations as laws and technology
evolve. All claims are substantiated by authoritative sources, striving for a deep and balanced understanding of Al governance for
Salesforce in 2025.

Salesforce’s Al Ecosystem

Salesforce’s suite of Al tools has rapidly expanded. Initially, Einstein technology provided automated predictions and
recommendations (based on machine learning) across Sales Cloud, Service Cloud, Marketing Cloud, and Commerce Cloud.
Examples include lead scoring and opportunity forecasting in Sales, and case routing suggestions in Service. Einstein Analytics
(now CRM Analytics) also offered Al-driven visual insights. Underpinning these, more than 200 billion Al predictions were made daily
across Customer 360 before 2023 (Source: investor.salesforce.com).

In March 2023 Salesforce launched Einstein GPT - described as “the world’s first Al for CRM” (Source: investor.salesforce.com)
(Source: investor.salesforce.com). Einstein GPT merged proprietary Einstein models with external LLMs to generate content from

Salesforce data (Source: investor.salesforce.com). For example, it could auto-compose personalized emails for sales reps or draft

Page 3 of 18


https://cirra.ai/?utm_source=pdf
https://cirra.ai/articles/salesforce-ai-governance-compliance
https://www.salesforce.com/news/stories/generative-ai-statistics/gen-ai-dashboard/#:~:text=%2A%2075,about%20topics%20that%20interest%20them
https://www.salesforce.com/news/stories/generative-ai-statistics/gen-ai-dashboard/#:~:text=%2A%2070%25%20of%20non,was%20integrated%20into%20the%20technology
https://www.salesforce.com/blog/meet-salesforces-trusted-ai-principles#:~:text=Responsible
https://www.salesforce.com/blog/meet-salesforces-trusted-ai-principles#:~:text=Transparent
https://www.salesforce.com/blog/meet-salesforces-trusted-ai-principles#:~:text=Transparent
https://www.salesforce.com/blog/data-governance-for-ai/#:~:text=The%20stakes%20are%20high.%20Non,need%20for%20strong%20data%20governance
https://www.salesforce.com/blog/california-consumer-privacy-act-ccpa/#:~:text=What%20does%20a%20%E2%80%9Csale%E2%80%9D%20of,information%20mean%20under%20the%20CCPA
https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai#:~:text=Unacceptable%20risk
https://www.salesforce.com/blog/guide-to-eu-ai-act/#:~:text=The%20EU%20AI%20Act%20bans,place%20today%20and%20underscores%20our
https://www.salesforce.com/eu/blog/compliance-in-healthcare-and-lifesciences/#:~:text=Is%20cloud%20storage%20compliant%20with,to%20meet%20specific%20compliance%20needs
https://vantagepoint.io/understanding-generative-ai-what-is-gpt-and-whos-the-sheriff#:~:text=,logs%20all%20prompts%2C%20outputs%2C%20interactions
https://ai-act-service-desk.ec.europa.eu/en/ai-act/eu-ai-act-implementation-timeline#:~:text=1
https://ai-act-service-desk.ec.europa.eu/en/ai-act/eu-ai-act-implementation-timeline#:~:text=3
https://www.salesforce.com/blog/data-governance-for-ai/#:~:text=Step%201,stages%20of%20the%20development%20process
https://www.salesforce.com/blog/privacy-center-for-financial-services/#:~:text=,with%20GDPR%E2%80%99s%20%E2%80%9Cstorage%20limitation%E2%80%9D%20principle
https://www.reuters.com/business/salesforce-blocks-ai-rivals-using-slack-data-information-reports-2025-06-11/#:~:text=Salesforce%20has%20modified%20its%20terms,A%20Salesforce
https://investor.salesforce.com/news/news-details/2023/Salesforce-Announces-Einstein-GPT-the-Worlds-First-Generative-AI-for-CRM/default.aspx#:~:text=Go%20Deeper%3A%20Einstein%20GPT%20in,CRM
https://investor.salesforce.com/news/news-details/2023/Salesforce-Announces-Einstein-GPT-the-Worlds-First-Generative-AI-for-CRM/default.aspx#:~:text=View%20All%20News
https://investor.salesforce.com/news/news-details/2023/Salesforce-Announces-Einstein-GPT-the-Worlds-First-Generative-AI-for-CRM/default.aspx#:~:text=CRM%2C%20today%20launched%20Einstein%20GPT%2C,customer%20experience%20with%20generative%20AI
https://investor.salesforce.com/news/news-details/2023/Salesforce-Announces-Einstein-GPT-the-Worlds-First-Generative-AI-for-CRM/default.aspx#:~:text=Einstein%20GPT%20will%20infuse%20Salesforce%E2%80%99s,and%20needs%20in%20real%20time

C Cirra Al Salesforce Al Governance: A Guide to GDPR, CCPA & EU Al Act

knowledge articles for service agents (Source: investor.salesforce.com). Importantly, Einstein GPT was built on Salesforce Data
Cloud, a real-time data platform that “ingests, harmonizes, and unifies” all customer data (Source: investor.salesforce.com). This
ensured the Al's outputs were grounded in each customer’s updated profile. Projections like “Einstein GPT for Sales” and “Einstein
GPT for Service” were announced, automating tasks (e.g. composing emails, generating chat replies). By late 2025, Einstein GPT
evolved into the Agentforce 360 platform, integrating frontier models (OpenAl's GPT-5, Anthropic’s Claude) into Slack and CRM
workflows (Source: www.investing.com) (Source: www.investing.com).

The inclusion of Slack has become a cornerstone of Salesforce’s Al strategy. Slack, acquired in 2021, is now being marketed as “the
agentic OS” of Salesforce. In 2024-25, Salesforce tightened Slack’s data policies - for example, updating terms of service to forbid
third parties from indexing or copying Slack messaging data. This move, motivated by privacy and Al considerations, underscores
Salesforce’s strategy: Control Slack data tightly to leverage it securely for Al while preventing misuse (Source: www.reuters.com).
Additionally, Salesforce and OpenAl co-developed a “ChatGPT for Slack” app to provide Al-powered summaries and search within
Slack (Source: investor.salesforce.com). Thus Slack bridges communications with Al analysis.

Underneath these services, Salesforce has developed governance layers and tools. The Einstein Trust Layer, introduced in
2023, acts as a security/privacy fence around Al functions. It provides features like data masking, encryption, access controls, and
audit logging for all Al prompts and outputs (Source: vantagepoint.io). For instance, the Trust Layer “ensures prompts and
responses are not stored by third-party LLM providers” (i.e. zero data retention) and that communications are TLS-encrypted
(Source: vantagepoint.io). Salesforce also publishes specialized tools: Einstein Discovery helps detect bias in models (via sandbox
dashboards) (Source: trailhead.salesforce.com), and Trust Layer model cards embed interpretability info into Al outputs.

Beyond Al-specific tools, Salesforce’s broader platform has compliance-oriented services. Customer 360 Data Cloud (formerly
Data Cloud) unifies data with features for consent management and data lifecycle. For instance, Salesforce provides Data Mask (to
pseudonymize production data in sandboxes) to comply with GDPR/CCPA masking requirements (Source: www.salesforce.com). The
Customer 360 Privacy Center (particularly for Financial Services Cloud users) offers pre-built policies for deletion and retention
aligned to multiple laws (Source: www.salesforce.com). Salesforce Shield offers encryption-at-rest and event monitoring; Platform
Encryption (BYOK - bring-your-own-key) lets customers control encryption keys so that Salesforce stores only ciphertext, never raw
PIl (Source: www.salesforce.com).

Salesforce’s strategic stance on Al governance is proactive. The company has publicly endorsed risk-based regulation: it
supported the EU Al Act's approach (disallowing a one-size-fits-all ban) (Source: www.salesforce.com) (Source:
www.salesforce.com). Salesforce’s leadership helped shape the law by advocating key principles: data privacy alignment,
transparency duties, and global cooperation (Source: www.salesforce.com) (Source: www.salesforce.com). Internally, Salesforce’s
Office of Ethical and Humane Use and volunteer councils collaborate with customers and regulators to refine Al policies. By mid-

2024, Salesforce had published an Al Acceptable Use Policy banning misuse of its Al (mirroring EU prohibitions) (Source:
www.salesforce.com), and established in-house guidelines (e.g. “5 Guidelines for Generative Al”). In essence, Salesforce has woven
governance into product design - from CEO Mandates (e.g. “no face recognition use”) to infrastructure like the Trust Layer.

As evidence of its trusted stance: Salesforce’s CEO Marc Benioff has called trust the company’s top value. In the context of Al,
Salesforce emphasizes that customers own their data and the platform must safeguard it (Source: www.salesforce.com). For
example, Salesforce explicitly states “the data we manage does not belong to Salesforce - it belongs to the customer” (Source:

www.salesforce.com). This philosophy underlies technical controls (ensuring customers can set data policies) and contractual terms

(commitments in data protection addenda (Source: www.salesforce.com).

In summary, Salesforce’s Al ecosystem is extensive (spanning CRM clouds, Slack, Data Cloud, etc.), and it is accompanied by one of
the industry’s most mature Al governance regimes. The key question now is how organizations using Salesforce can align
their Al deployments with evolving regulations, which is the focus of the following sections.

Al Governance and Ethical Principles

Before delving into specific regulations, it is essential to understand the general principles of Al governance. Al governance is the
system of policies, standards, and oversight targeted at ensuring Al is developed and used ethically, legally, and in alignment with
organizational values. Typical Al governance frameworks emphasize:
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« Accountability and Responsibility: There must be clear ownership and accountability for Al systems. Salesforce’s
“Accountable” principle, for instance, commits the company to solicit external expert feedback and build independent
surveillance of Al practices (Source: www.salesforce.com). Organizations should define roles (e.g. Chief Data Officer, ethics
board) to oversee Al lifecycles.

- Transparency and Explainability: Al decisions should be explainable to stakeholders. Salesforce’s “Transparent” principle
explicitly aims to ensure customers understand “why” an Al recommendation is made (Source: www.salesforce.com). In
practice, this means documenting model logic (e.g. with model cards) and providing explainable insights to end users. Strong
transparency helps meet regulatory transparency obligations (e.g. GDPR Article 22 “right to explanation” in automated
decisions, or Al Act’s requirement to inform users that they are interacting with Al).

. Fairness and Non-Discrimination: Al should avoid reinforcing biases or unfair outcomes. “Inclusive” is one of Salesforce’s
pillars (Source: www.salesforce.com), emphasizing data diversity and representation. Salesforce conducts Consequence

Scanning workshops and tests models on diverse datasets to mitigate unfair bias (Source: www.salesforce.com). Regulators
(GDPR, EU Al Act) similarly require checks for biased outcomes. Accordingly, Salesforce provides customers tools (Einstein
Discovery) to detect disparate impact and automatically flags when protected attributes (like race, gender) appear as model
features.

. Privacy and Data Protection: Al often relies on personal data, so respecting privacy laws is key. Salesforce’s “Responsible”
principle includes “protect the data we are trusted with” (Source: www.salesforce.com). Practically, firms must ensure lawful
data use, data minimization, and robust security. For example, one Salesforce guideline is to ask not only “can we do it?” but
“should we do it?” before building any Al feature (Source: www.salesforce.com). Data governance practices—such as masking

personal identifiers in development environments (Source: www.salesforce.com)—stem directly from this principle.

« Human Oversight: Salesforce’'s “Empowering” principle emphasizes pairing Al with human decision-makers (Source:
www.salesforce.com). This aligns with regulatory mandates: human-in-the-loop controls are explicitly required for certain high-
risk Al under the EU Al Act. For example, Salesforce’s Trust Layer and policies encourage “Human at the Helm” in critical loops.
Duties include allowing humans to override or nullify Al outputs when needed (e.g. a marketing employee reviewing an Al-

generated campaign message). Ensuring such oversight reduces risks of automation errors and aligns with ethical norms.

. Robustness and Security: Al systems must be resilient and secure against adversarial attacks. Salesforce mentions enforcing
“scientific standards” and high quality in research (Source: www.salesforce.com), and encrypting Al data flows (Source:
vantagepoint.io). Protecting Al models from data leakage (e.g. the Trust Layer prevents LLMs from retaining prompts (Source:
vantagepoint.io) is an example of embedding security within Al governance.

These principles are echoed in international frameworks. The OECD Al Principles (endorsed by 42 countries) call for Al to be
human-centered, transparent, and fair. The IEEE Ethically Aligned Design guidelines call for stakeholder engagement and risk
assessment. The U.S. NIST Al Risk Management Framework (RMF 1.0) (2023) emphasizes governance as a pillar alongside
mapping and measuring risk (Source: cloudsecurityalliance.org). All such frameworks share the goal of aligning Al use with societal
values and legal norms.

Specifically, Salesforce’s approach incorporates these governance concepts into product and policy. For example, Salesforce
publishes model documentation (like model cards) for explainability (Source: www.salesforce.com), and uses tools to measure
fairness (automated bias scoring). It provides customers with “Al readiness” training (Trailhead modules on responsible Al) (Source:
www.salesforce.com) so all user roles—from engineers to sales reps—understand compliance needs. Salesforce also treats Al

incidents seriously: internal channels (governance contact, ethics hotline) allow employees to raise concerns (Source:
www.salesforce.com) (Source: www.salesforce.com).

Ultimately, Al governance in Salesforce is a shared responsibility. Salesforce implements many built-in safeguards reflecting
the above principles (transparent policies, encrypted data, no unauthorized surveillance). But each customer organization must
also establish their own governance: this means creating cross-functional Al oversight teams (legal, security, product, etc.),
maintaining an Al use register, routinely auditing Al models, and ensuring staff follow corporate Al policies (Source:
www.salesforce.com) (Source: www.salesforce.com). Only through such combined efforts can firms avoid regulatory pitfalls and
truly benefit from Salesforce’s Al.

The GDPR and Salesforce Al Compliance
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The European Union’s General Data Protection Regulation (GDPR) (Reg.2016/679) is the landmark data privacy law
applicable to organizations processing personal data of EU residents. Though not specific to Al, its mandates critically affect how Al
systems (including Salesforce Al features) are used. Key GDPR principles include:

« Lawfulness and Purpose Limitation: Personal data must be processed lawfully, fairly, and for explicit purposes. For Al in
Salesforce, this means any use of CRM data (e.g. contact info, behavioral data) for automated profiles or predictions must have
a legal basis (typically consent or legitimate interest) and be aligned to stated purposes.

. Data Minimization and Accuracy: Only data necessary for the Al task should be processed (Source: www.salesforce.com).
With Salesforce Al often analyzing large customer datasets, organizations should reevaluate whether each data field used by
Einstein models is essential. Data minimization also means not storing sensitive data unless needed. Salesforce advises that
systems “weren’t built to handle massive volumes” from Al, urging companies to prune unnecessary data (Source:
www.salesforce.com).

. Data Subject Rights (DSR): GDPR grants individuals rights including: access, correction, deletion, portability, and objection
to processing (Source: www.salesforce.com) (Source: www.salesforce.com). In practice, a company using Salesforce must
ensure it can honor EU customers’ requests via the platform. For example, if a customer demands to “be forgotten,” all
personal records (including those in Einstein models or Data Cloud) must be deleted. Salesforce supports this via tools like
Data Cloud Privacy Centre and developer APIs. For instance, the Einstein GDPR Delete APl lets customers delete individual
user data from Einstein’s data store on request (Source: developer.salesforce.com). Similarly, Salesforce’s Individual object and
global consent objects can track opt-outs (Source: medium.com). Whenever an EU person requests erasure of data on
Salesforce, organizations should trigger automated workflows to purge both operational records and Al training data tied to
them.

« Automated Decision-Making: GDPR's Article 22 regulates profiling and automated decisions having legal or similarly
significant effects on individuals. If a Salesforce Al feature (e.g. a predictive lead scoring model) influences a decision without
human involvement, the data subjects have rights: at minimum, to be informed of the logic behind it, and possibly to request
human intervention. Compliance steps include configuring Al so that high-impact decisions have human review or “means for
human evaluation and intervention” as required by EU Act. Although Salesforce’s “Transparent” principle ensures customers
understand Al reasoning (Source: www.salesforce.com), customers also need formal documentation (e.g. CPRA language,

disclaimers) informing individuals when Al profiling is used. Salesforce sometimes provides model explanations (coefficients,
feature importances) via model cards to help satisfy this transparency requirement.

. Security and Confidentiality: Article 32 mandates appropriate security of data. Salesforce’s platform provides robust
security: encryption (e.g. TLS in transit, optional “Bring Your Own Key” encryption at rest (Source: www.salesforce.com), role-

based access, and monitoring through Salesforce Shield. For Al, this means prompts to GPT or other LLMs run over encrypted
channels (Source: vantagepoint.io) and with zero retention of customer PIl by the model. As described in the Einstein Trust
Layer, Salesforce prevents LLMs from storing any data and logs all interactions (Source: vantagepoint.io), aligning with GDPR’s

confidentiality needs.

. Data Processing Agreements (DPAs): Under GDPR, controllers must have written terms with processors. Salesforce has a
comprehensive Data Processing Addendum (DPA) in its contracts that commits to GDPR principles. The Salesforce DPA
reflects its #1 value of trust (Source: www.salesforce.com), enumerating privacy certifications and giving customers rights.
When using Al features, customers should review the DPA and related certifications (e.g. ISO 27018, EU Cloud Code of Conduct)
to ensure their obligations are met (Source: www.salesforce.com).

Salesforce the company supports customers’ GDPR journeys: its Trust and Compliance site states “we are committed to our
customers’ success, including supporting them on their GDPR compliance journeys” (Source: compliance.salesforce.com). Indeed,

Salesforce has advocated for GDPR-like protections (even in markets like the US (Source: www.salesforce.com) and offers

documentation per cloud (see compliance site with relevant whitepapers). Salesforce’s Customer 360 Privacy Center offers a
centralized place to define and execute data protection policies - for instance, defining retention tags and data classification rules
that Salesforce can enforce across clouds.

Data Governance in Practice: Salesforce and third-party tools simplify GDPR obligations. For example, one can classify fields as
“sensitive” so that Einstein models flag their influence (Source: www.salesforce.com). Salesforce provides data masking tools to

substitute fictitious data in sandboxes (keeping real Pll out of test environments) (Source: www.salesforce.com). Masking is vital
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because GDPR requires even non-production environments to protect data. Moreover, on launch of new Al features (like Einstein
GPT), Salesforce provided default safeguards: e.g. by default it will not allow using its products for facial recognition or social
scoring (Source: www.salesforce.com), aligning with what GDPR-style reasoning would likely forbid. Customers must similarly
configure permissions so that only authorized personnel can alter Al models or access sensitive Al outputs.

Case Example - Data Deletion: A concrete example is Salesforce’s Einstein GDPR Delete API for Commerce Cloud. This API
deletes a shopper’s profile and purchase history from Einstein’s engine when triggered (Source: developer.salesforce.com). It
requires authentication headers and limits on usage to protect performance; it explicitly states it is for individual-user requests (not
bulk wipes). This reflects GDPR’s requirement to delete personal data upon lawful request. By using this API, e-commerce
companies can automate compliance for customers invoking their “right to be forgotten”.

Controller vs. Processor Roles: In GDPR terms, Salesforce’s customers (the businesses) are typically data controllers
determining data use, while Salesforce is a processor. Thus, the primary compliance duties (like responding to DSRs, ensuring
legitimate bases) lie with the controller. However, Salesforce still holds responsibilities: its infrastructure must be secure, and its Al
features must be documented to enable GDPR compliance (e.g. logs for audits). Salesforce’s EU Data Protection Addendum and
its participation in the EU Cloud Code of Conduct signify that Salesforce commits to GDPR standards in handling data (Source:
www.salesforce.com).

GDPR Risk Assessment: High-risk data processing (like behavioral targeting) requires a Data Protection Impact Assessment
(DPIA) (Source: www.salesforce.com). If a Salesforce Al solution is used for profiling or sensitive data, companies should conduct a
DPIA. For example, processing health data (a GDPR “special category”) via Salesforce would trigger extra safeguards (Source:

www.salesforce.com). Salesforce assists by providing guidance and tools to classify data and workflows (for instance, Health Cloud
and Shield for HIPAA in $US, which also meets GDPR-level security).

Summary - GDPR: To comply with GDPR when using Salesforce Al, organizations should: obtain lawful basis/consent for data used
in Al; implement data minimization and retention policies (deleting old records in line with purpose limitation (Source:
www.salesforce.com); ensure individuals can exercise their rights via Salesforce features (consent dashboards, deletion scripts);

avoid forbidden profiling without human oversight; and leverage Salesforce’s platform encryption and logging. With these practices,
a Salesforce-based Al deployment can meet GDPR requirements while benefiting from the platform’s built-in compliance support
(Source: www.salesforce.com) (Source: vantagepoint.io).

CCPA/CPRA and U.S. Privacy Laws

In the United States, privacy regulation is a patchwork of state laws and sectoral rules. The California Consumer Privacy Act
(CCPA) (2018, effective Jan 2020) is the first comprehensive state privacy law. It grants California consumers rights over their
personal information held by businesses: notably, the right to know about data collection, delete their data, opt out of data “sales”,
and non-discrimination for exercising rights (Source: www.salesforce.com) (Source: www.salesforce.com). California’s CPRA
(enacted 2020, mostly effective 2023) expanded CCPA by adding rights (e.g. to correct data), introducing a new California Privacy
Protection Agency (CPPA) for enforcement, and defining Sensitive Personal Information (SPI) with stricter handling rules. Many other
states (Colorado, Virginia, Utah, Connecticut) have since passed similar laws, often combining features of GDPR and CCPA (e.g.
consumer rights plus fines for violation).

Key CCPA/CPRA features relevant to Salesforce users:

. Consumer Rights: CCPA/CPRA rights include: the right to know what categories of data are collected and for what purposes;
the right to delete personal data; the right to opt-out of “sale” or “sharing” of personal data; and the new right under CPRA to
correct inaccuracies. Salesforce customers must ensure processes exist to honor these. For instance, Salesforce’s Financial
Services Privacy Center automates RTBF (right to be forgotten) by applying deletion or masking rules to targeted objects (like
Contact, Individual) when a deletion request is received (Source: www.salesforce.com). In general Salesforce provides data

export tools so that companies can retrieve and supply personal data to consumers, addressing the “access” right. Salesforce’s
data management policies (e.g. Data Cloud retention rules) also help companies enforce deletion deadlines when requested.

. “Sale” and “Do Not Sell”: CCPA's unique concept of a “sale” of data means any transfer of data to a third party for value
triggers opt-out responsibilities (Source: www.salesforce.com). Notably, CCPA excludes transfers to “service providers” (akin to

processors). Salesforce explicitly positions itself as a service provider, not a vendor selling data (Source: www.salesforce.com).

Customers should review contracts: if they engage data brokers or marketing partners, they may need “Do Not Sell My Info”
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notices. If an integrated app or partner in Salesforce isn’t just a processor but uses data for its own purposes, it might count as
a “sale” under CPRA. Therefore, under CPRA, Salesforce customers should ensure their third-party ecosystem (AppExchange
apps, integrations) are vetted for CCPA compliance. Similarly, Salesforce’s own partner deals (e.g. embedding ChatGPT) must
contractually guarantee that user data isn’t being sold unlawfully.

. Sensitive Personal Information (SPI): CPRA introduced SPI (e.g. precise geolocation, race, health data). The law restricts
the use of SPI and gives consumers the right to restrict use of their SPI. In a Salesforce context, this means tagging certain
fields as highly sensitive. Salesforce provides field-level security and shield encryption to lock down SPl. For example,
customers could mark medical condition fields in Health Cloud as SPI and ensure Einstein does not include them in models
without additional consent. Consent management (Consent Capture app, or Individual object’s flags (Source: medium.com) can
also help track if a user has consented to use SPI for certain purposes.

. Contract & Notice Requirements: CCPA/CPRA requires privacy notices and contract terms. Salesforce customers should
update privacy policies to explain consumer rights and data practices. Salesforce itself aids this via templates and Trailhead
resources (e.g. a CCPA Trailhead unit (Source: trailhead.salesforce.com). It’s also crucial to set up processes internally (assign
teams, create DSAR workflows) so that if a Californian submits a “delete my data” request, there is a step-by-step plan to use
Salesforce tools (like Data Cloud jobs) to find and remove that person’s data (Source: www.salesforce.com).

Technological Help: Salesforce offers platform features to streamline compliance:

. Data Inventories and Infrastructure: Salesforce Customer 360’s unified data model can help trace where PII lives. Tools like
Data Cloud Identity Resolution assign a single identifier to customer records, which simplifies locating all instances of a
person’s data. Salesforce’s metadata APIs allow exporting lists of fields that might contain personal data.

. Consent Management: The /ndividual (Person Account, Contact) object in Salesforce can record consents and preferences
(Source: medium.com). Organizations should configure workflows that use these consent fields to gate Al processes: e.g. only
run an Einstein Prediction if the consumer has consented. Some AppExchange products specialize in tracking multiple privacy
consents across channels.

. Deletion and Retention: Automated jobs can be scheduled to delete data after a retention period (for CCPA this is optional
but data minimization is encouraged). Financial Services customers use the Hyperforce Retention Store to satisfy SEC/FINRA
rules while still complying with privacy laws (Source: www.salesforce.com). For consumer privacy, Salesforce Data Cloud can do

deletion and masking transforms to enforce a user’s deletion request.

Perspective - Californian Rights: Both GDPR and CCPA give deletion rights, but their scope differs. California’s law does not
require opt-in consent (except for minors) - only an opt-out for sales and limited uses (Source: www.salesforce.com). This means a
company using Salesforce generative Al in California should ensure an easy, user-friendly “Do Not Sell/Share” link on its public site.
Meanwhile, if that is exercised, any PIl in Salesforce must be excluded from downstream Al (under the Data Cloud’s governing
roles). The Salesforce Data Cloud, by enabling a single source of truth for each user, helps honor such opt-outs consistently: once a
person flags “do not use my data”, the system can tag their profile so that Einstein Analytics or GPT filters them out.

Other US Regulations: At the federal level, HIPAA (for health) and GLBA (for finance) impose strict data security/privacy in their
sectors. Salesforce offers specialized clouds (Health Cloud, Financial Services Cloud) that come with compliance features. For
example, Salesforce’s encryption never stores PHI plainly (Source: www.salesforce.com), satisfying HIPAA requirements. Financial

firms would use Privacy Center to meet GLBA’s need to explain data sharing practices (Source: www.salesforce.com). Many state

laws (e.g. Virginia’s CDPA) mirror CCPA’s structure and add transparency duties, which Salesforce’s unified platform can address by
extending the same workflows to residents of these states.

Case Example - CCPA/CPRA in Action: Consider a retailer using Salesforce Marketing Cloud to personalize emails (common in
US scenarios). Under CPRA, Californians have a right to opt out of personal data usage (like targeted email). The retailer should
integrate a consent management solution so that if a Californian unsubscribes or opts out, the Marketing Cloud deactivates their
data and removes them from future Al-driven segmentation. This might involve syncing Opt-Out flags in the Salesforce data model
and using it as a filter condition in Einstein segmentation models. The retailer should also audit all data exchanges (e.g. via
MuleSoft logs) to ensure no Californians’ data were inadvertently “sold” (shared with ad platforms). If using Salesforce’s data-cloud
for Al personalization, they could apply an automated policy to purge opted-out records nightly, achieving compliance with minimal
manual work.

Page 8 of 18


https://cirra.ai/?utm_source=pdf
https://cirra.ai/articles/salesforce-ai-governance-compliance
https://medium.com/capgemini-salesforce-architects/beyond-compliance-building-a-privacy-centric-salesforce-ecosystem-c329f3c12d1d#:~:text=Salesforce%20provides%20several%20built,requests%2C%20among%20other%20global%20consents
https://trailhead.salesforce.com/content/learn/modules/california-consumer-privacy-act-basics/implement-ccpa-compliance-in-your-organization#:~:text=Implement%20CCPA%20Compliance%20in%20Your,Explain%20how%20Salesforce%20helps
https://www.salesforce.com/blog/california-consumer-privacy-act-ccpa/#:~:text=1,against%20for%20exercising%20privacy%20rights
https://medium.com/capgemini-salesforce-architects/beyond-compliance-building-a-privacy-centric-salesforce-ecosystem-c329f3c12d1d#:~:text=Salesforce%20provides%20several%20built,requests%2C%20among%20other%20global%20consents
https://www.salesforce.com/blog/privacy-center-for-financial-services/#:~:text=,your%20Salesforce%20production%20environment%20storage
https://www.salesforce.com/blog/california-consumer-privacy-act-ccpa/#:~:text=What%20does%20a%20%E2%80%9Csale%E2%80%9D%20of,information%20mean%20under%20the%20CCPA
https://www.salesforce.com/eu/blog/compliance-in-healthcare-and-lifesciences/#:~:text=stage,and%20PHI%20in%20sandbox%20environments
https://www.salesforce.com/blog/privacy-center-for-financial-services/#:~:text=%2A%20Gramm,institutions%20to%20programmatically%20address%20these

C Cirra Al Salesforce Al Governance: A Guide to GDPR, CCPA & EU Al Act

Summary - CCPA/CPRA: In sum, U.S. privacy laws, while not as category-spanning as GDPR, introduce specific requirements that
Salesforce customers must heed. Enterprises should leverage Salesforce’s privacy features for consent tracking, data deletion, and
transparency to build a privacy-centric CRM ecosystem (Source: medium.com) (Source: www.salesforce.com). Given the
fragmented landscape, it’'s prudent to adopt broad practices (honoring deletion/opt-out requests from any jurisdiction, minimization
policies) that by default cover stricter states. Salesforce’s built-in tools (Privacy Center, data masking, encryption) and its alliance
with industry consortia (like BrightLine) help operationalize California-style privacy in Al workflows.

The EU Artificial Intelligence Act

In 2024 the European Union enacted the world’s first comprehensive law dedicated to Al: the EU Al Act. Officially published in the
EU’s Official Journal on August 1, 2024, the Al Act establishes a risk-based framework regulating Al systems in stages through mid-
2027 (Source: www.salesforce.com) (Source: ai-act-service-desk.ec.europa.eu). Compliance obligations begin in phases: general
rules and Al literacy from Feb 2025, general-purpose Al models from Aug 2025, and high-risk system rules from Aug 2026 (Source:

ai-act-service-desk.ec.europa.eu) (Source: ai-act-service-desk.ec.europa.eu). All provisions are fully in effect by August 2027,

though general-purpose Al (e.g. large language models) rules start sooner.
Scope and Risk Categories: The Al Act classifies Al systems into four risk tiers:

« Unacceptable Risk (Prohibited Al): Practices deemed a significant threat to safety or fundamental rights are outright
banned. This includes manipulative or exploitative Al (e.g. subliminal propaganda), social scoring by governments,
unauthorized biometric surveillance (face recognition in crowds), Al-driven lie detectors, and categorizing individuals based on
sensitive attributes like health or sexual orientation (Source: digital-strategy.ec.europa.eu). Salesforce aligned with these
prohibitions; for instance, it publicly disallows facial recognition via its AUP (Source: www.salesforce.com). Applications built on
Salesforce must also avoid these banned uses - the contractual terms explicitly block customers from illicit use cases (Article 5
of the Al Act) (Source: www.salesforce.com) (Source: www.salesforce.com).

« High Risk: Al applications that can significantly harm health, safety, or fundamental rights fall here. Annex Il of the Al Act lists
examples: biometric ID used by asylum or justice authorities, Al in worker management (like CV-screening), credit scoring that
denies access to loans, and e.g. safety components in medical devices or infrastructure (Source: digital-strategy.ec.europa.eu)

(Source: digital-strategy.ec.europa.eu). High-risk Al must meet strict requirements: risk management systems, high-quality

datasets (to minimize bias), documentation (technical specs and instructions), transparency (users informed they interact with
Al), human oversight mechanisms, and robust cybersecurity (Source: digital-strategy.ec.europa.eu). In Salesforce context, if a

customer uses an Al for high-risk tasks (e.g. an Al agent evaluating loan applicants, or medical diagnoses in Health Cloud), they
must ensure these measures. Salesforce helps by providing audit trails and explainability features that customers can use to
satisfy Article 13 and 14 of GDPR and Article 13-19 of the Al Act, which call for informing users and logging data.

. Limited Risk (Transparency Obligations): Al systems that interact with people (chatbots, recommendation engines,
emotion recognition, etc.) fall under light-touch transparency rules. These require provider disclosures so users know they’re
interfacing with Al. Einstein bots and GPT agents may need disclaimers (“this response was Al-generated”) to comply.
Salesforce’s trust and ethics teams encourage customers to label Al systems clearly (consistent with Al Act’s Article 52 on
transparency). The Salesforce guidelines on “Human at the HelIm” and “Transparent use” support this.

. Minimal Risk: All other Al systems not falling into above categories (most business productivity or traditional ML applications)
are largely unregulated by this Act. Nonetheless, good governance is expected. For example, an Einstein Lead Scoring model
used internally might not trigger specific law requirements (unless it affects individuals legally). However, NIST and ISO norms
would still recommend best practices. The Al Act still expects providers of general-purpose Al models (like GPT) to maintain a
risk management system and abide by transparency rules starting Aug 2025 (Source: ai-act-service-desk.ec.europa.eu).

Prohibited Practices and Salesforce: The Al Act’s ban list closely matches Salesforce’s corporate policies. As noted earlier,
Salesforce’s Acceptable Use Policy (AUP) and Al Acceptable Use Policy forbid uses like scraping the web for facial databases or
deploying emotion recognition on students (Source: www.salesforce.com). Salesforce’s policy explicitly disallows any uses in Article

5’s prohibited list. This means Salesforce’s Al products cannot legally be used for those purposes, effectively making compliance
easier for customers: they simply cannot configure Einstein or Agentforce to do a banned task. Salesforce also built features to
prevent misuse (for example, it warns or blocks data patterns that appear to violate policies (Source: www.salesforce.com).
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Compliance Requirements for High-Risk Al: The Al Act imposes obligations on “providers” of high-risk Al. For cloud-based
platforms like Salesforce, this term could apply to the engine provider or the user. Salesforce positions itself as working “with EU
policymakers” and expects customers to manage their internal compliance. The Act requires providers to maintain a Quality
Management System (QMS), conduct conformity assessments, and register on an EU database of high-risk Al systems (Article
60). In practice, Salesforce will have to ensure its relevant Al engines (e.g. Data Cloud decision logic) have undergone internal
evaluation to be “conformant”. They have signaled readiness: Salesforce’s public statements applaud the Al Act’s risk-based
approach and emphasize their “Trusted Al Principles” as aligned with forthcoming rules (Source: www.salesforce.com).

For customers (implicitly “deployers”), controls are needed too: the law implies that organizations running high-risk Al must have
human oversight, transparency to end-users, and possibly external audits. Salesforce’s recommendations for customers—such as
creating an oversight body and conducting gap analyses against the Al Act (Source: www.salesforce.com) (Source:

www.salesforce.com)—directly map to these obligations. Salesforce’s blogs on “Responsible Al” stress exactly that: e.g. maintaining

a regulatory gap analysis, training staff in model documentation, and using the Einstein Trust Layer to bolster compliance (Source:
www.salesforce.com) (Source: www.salesforce.com).

Data Governance in Al Act: A unique feature of the Al Act is its link to data governance - it requires high risk Al to use high-
quality, representative data to avoid bias, and to monitor outputs for “unintended outcomes.” This echoes GDPR and CCPA
principles (data accuracy, fairness). Salesforce explicitly notes that the Al Act “introduces additional data governance rules,
including data accuracy and bias detection” (Source: www.salesforce.com). For example, if an EU customer uses Salesforce’s

predictive analytics to determine loan eligibility, the Al Act would consider that high-risk. The institution must then have procedures
to clean the data, test for unfair bias (perhaps using Einstein Discovery), and document data sources. Salesforce’s prioritization of
data quality and its bias-detection tools (e.g. Einstein Discovery’s integrated bias scans (Source: www.salesforce.com) directly
support these requirements.

Timelines and Transition: The Al Act entered into force on 1 August 2024, but key rules phase in later. Article 5 bans effective
Feb 2025; general-purpose Al rules Aug 2025; majority of high-risk rules Aug 2026 (Source: ai-act-service-desk.ec.europa.eu)

(Source: ai-act-service-desk.ec.europa.eu). Companies have two years to comply with Al Act from its enforce date, meaning mid-
2026 compliance targets. Salesforce noted that general-purpose Al rules (which would cover systems like LLMs) kick in August 2025

(Source: www.salesforce.com). For multi-national companies using Salesforce Al, this means their European branches must ensure
compliance steps are underway by 2025 (e.qg. training staff on the new rules), even as implementations are completed by 2026.

EU Al Act vs Salesforce Strategy: Salesforce has publicly commended the Al Act and committed to aligning its product
development and policies with it (Source: www.salesforce.com) (Source: www.salesforce.com). For instance, Salesforce’s Sixth

committed principle in backing “global cooperation” (Source: www.salesforce.com) indicates they plan to harmonize with other

international frameworks (a likely nod to OECD Al principles and potential US regulation). They also support “harmonized
implementation” (Article 69 of the Act) via collaboration with regulators (Source: www.salesforce.com). Salesforce’s EU Al Act FAQ
and blog posts educate customers on these points, showing their guidance is evolving with the law.

Key Takeaways for Salesforce Users:

« Know your Al’s risk level: Map your Salesforce Al use cases to Al Act categories. Low-risk analytics have no new rules; high-risk
cases require documentation, oversight, and may need registration. Salesforce suggests doing a gap analysis against the Act’s
requirements early (Source: www.salesforce.com).

« Embrace built-in guardrails: Use Salesforce’s Einstein Trust Layer and default model containment. The Trust Layer’s bias
detection, audit logs, and cryptography provide many controls the Act demands (e.g. Article 13 logging requirement (Source:
vantagepoint.io). As Shahla Naimi of Salesforce recommends, map your identified risks to existing product safeguards and
document how each addresses specific legal requirements (Source: www.salesforce.com).

o Stay transparent. Ensure end-users/customers are informed when Al is in use. This might mean updating privacy notices and
including “powered by XYZ Al"” disclaimers. Salesforce’s new Acceptable Use guidelines and transparent practices make it
easier to collect any necessary consents and to label Al outputs.

« Monitor ongoing compliance: Just as GDPR compliance is not one-off, Al compliance is continuous. The Al Act expects periodic
review of high-risk systems. Salesforce’s audit trail for GPT and her bias reporting features are tools clients can use to do this.
Moreover, Salesforce encourages companies to have feedback/abuse channels so if an Al-induced issue arises, it can be logged
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and addressed (Source: www.salesforce.com) (Source: vantagepoint.io).

In summary, the EU Al Act represents a major shift in regulatory expectations for Al globally. Salesforce’s ecosystem already
incorporates many aligned practices (risk-based policies, transparency, bias monitoring) (Source: www.salesforce.com) (Source:
www.salesforce.com). For customers, compliance largely means using Salesforce’s governance capabilities, following its
recommended Al ethics playbook, and treating the Act as a guide for strengthening Al risk management. The Al Act’'s emphasis on
working together (“public-private collaboration” (Source: www.salesforce.com) mirrors Salesforce’s own philosophy - they plan to
“work closely with EU policymakers during implementation” (Source: www.salesforce.com), indicating customers will have evolving
guidance. By mid-2026, Salesforce-based Al applications in Europe will need to fully exhibit human-centered, auditable, and fair
operations as mandated by the Act.

Salesforce Data Governance Practices

Effective Al governance depends critically on underlying data governance. Salesforce customers must implement robust data
controls to meet privacy laws and Al ethics goals. Key data governance practices include:

. Data Classification and Categorization: Tag information in Salesforce by sensitivity. Identify which fields are personal data,
sensitive data (health, finance), or aggregate. Salesforce’s Data Protection and Privacy Center provides native classification
tagging (e.g. indicating a field holds financial data, health info, or is used for profiling). In the Financial Services Cloud, Privacy
Center explicitly supports mapping fields to regulatory categories like “GLBA” or “GDPR” (Source: www.salesforce.com). By
classifying data, you know which rules apply: e.g., five-year retention for transaction records (SEC/FINRA) (Source:
www.salesforce.com), or immediate mask-deletion for Ml (GDPR).

. Consent and Preference Management: Track customer consents and opt-outs centrally. Salesforce offers a Consent object
(Individual and global consent records) to record explicit consents for marketing, profiling, or other processing (Source:
medium.com). Integrate these consents into workflows: for example, if an EU user has not consented to profiling, ensure Al
models exclude their data. During Al development or marketing campaigns, these consent flags should automatically filter or
anonymize records. Third-party tools on AppExchange (like “Consent Capture” (Source: medium.com) can simplify omni-
channel consent capture and sync with Salesforce.

. Data Minimization and Retention Policies: Limit data collection to what is necessary and delete data promptly when no
longer needed. Data minimization is a GDPR principle now echoed in US law (Source: www.salesforce.com). Salesforce suggests
rationalizing data collection across systems: large organizations average 1,061 apps and often duplicate data (Source:
www.salesforce.com). Conduct inventories to eliminate irrelevant fields/apps. Within Salesforce, use Data Retention Policies:
Financial Services Privacy Center has “scheduled Data Management Policies” that can automatically purge stale records (e.g.
delete accounts closed >7 years ago) (Source: www.salesforce.com). Even outside Financial Services Cloud, customers can
build similar data cleansing jobs (using Salesforce Flows or Data Cloud Automate) to remove data after statutory retention
periods or when a DoNotProcess flag is set.

- Data Masking and Pseudonymization: When building/testing Al models, remove direct Pll. Salesforce’s Data Mask feature
(part of Shield) replaces real data with realistic but fictitious data in Sandbox environments (Source: www.salesforce.com). For
example, a sandbox can use fake customer names/SSNs so that developers and analysts never see actual PIl. This practice
aligns with GDPR'’s requirement to secure data even in development. Masking is crucial if using Einstein Discovery or building
custom Al models in sandboxes. Additionally, dynamic data masking in Lightning can hide sensitive fields at runtime for certain
user roles.

. Encryption and Key Management: Encrypt data at rest and in transit. Salesforce encrypts data in transit by default (TLS)
and at rest by default on its EU/Hypforce infrastructure. For ultra-sensitive data, customers can use Shield Platform Encryption
with customer-managed keys. Salesforce does Bring-Your-Own-Key (BYOK) encryption so that even Salesforce cannot
decrypt the data without permission. According to Salesforce, they only store “the output of the encryption process, not Pll or
PHI" (Source: www.salesforce.com). This technical guardrail can help companies meet GDPR’s “integrity and confidentiality”
mandate (Art. 5f) and sectoral laws like HIPAA where encryption is often required.

. Access Controls and Segregation: Apply strict access controls (least privilege). Al models often use data from across
Salesforce orgs; ensure that only authorized profiles can feed data into models or query sensitive fields. Use Role Hierarchies,
Sharing Rules, and Permission Sets to enforce this. In the context of Salesforce’s GPT integration, the Einstein Trust Layer’s
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“Data Access Checks” enforce that only data a user could normally see can be included in an Al prompt (Source:
vantagepoint.io). At the broader platform level, Salesforce administrators should regularly audit user permissions and
deprovision stale accounts.

- Audit Trails and Logging: Maintain detailed logs of data access and processing. Salesforce’s Event Monitoring tracks user
and APl actions across the org. For Al specifically, the GPT Trust Layer’s audit trail logs every prompt, output, and model
interaction (Source: vantagepoint.io). These logs are invaluable for demonstrating compliance. If a regulator issues a subpoena
or audit (as possible under CCAP/CPRA or Al Act audit clauses), having these records proves what data was used and when.
Secure logs also aid in detecting and investigating breaches: Salesforce’s monitoring alerts can notify if someone tries to export
large volumes of data (possible exfiltration).

. Data Quality and Integrity Checks: Ensure underlying data feeding Al is accurate. The EU Al Act calls for “high quality of the
datasets” to minimize bias (Source: digital-strategy.ec.europa.eu), and GDPR demands accuracy. Salesforce recommends data

validation rules and duplicate management (especially critical for Customer 360 Data Cloud, which merges profiles from various
inputs). Improved race, gender, or ZIP code accuracy directly reduces bias in Al models that use these features. Some
Salesforce customers run periodic “data reviews” or use Al to detect outliers in their CRM data, enabling corrections.

. Third-Party Data Governance: Control data shared with partners. When Salesforce integrates external data (via APIs,
connectors, or Data Cloud Joins), those external sources must be vetted. Under regulators like CCAP/CPRA, data processors (the
customer’s apps) are liable if downstream partners misuse data. Salesforce advises choosing partners with “high standards of
trust” (Source: www.salesforce.com). For example, if a marketing app extracts Salesforce contacts to personalize ads, ensure
that app abides by the same privacy promises and deletes the data when required. Contracts (DPA/SLA) with third parties
should explicitly bind them to comply with GDPR/CCPA and Al Act restrictions (if applicable to their Al features).

Effective data governance is therefore a foundational axis of compliance. Salesforce provides tools (Privacy Center, Data Mask,
Shield, encryption keys) that implement many of these practices. At a procedural level, organizations should establish policies for
data collection (e.g. “collect only needed fields”), data sharing (with documented business justification), and a governance
committee to oversee data inventory and quality. As Salesforce’s data privacy experts note, mastering data governance turns
compliance from a liability into a competitive edge (Source: www.salesforce.com). A well-governed data estate enables confident
adoption of Salesforce Al: customers can unlock Al's benefits while demonstrating respect for individual rights and regulation.

Case Studies and Real-World Examples

1. Slack Data Protection (June 2025): In June 2025, Reuters reported that Salesforce amended Slack’s terms of service to
prevent third-party apps from indexing or copying Slack message data via the API (Source: www.reuters.com). The
change was prompted by privacy concerns over Al and data security. By forbidding external bots from “permanently storing Slack
messages”, Salesforce effectively shielded Slack data from being used to train or enhance competitor Al services. This move
illustrates proactive data governance: Salesforce recognized Slack messages as containing potentially sensitive organizational
intelligence (and personal chats) and elevated their protection. For Salesforce customers, it means that any Slack-integrated Al
(even third-party GPT apps) cannot leak corporate chat history to external models - addressing a key privacy gap.

2. Financial Services - Privacy Center: A European bank using Salesforce Financial Services Cloud needed to comply with GDPR
and other regulations (GLBA, MiFID I, etc.). Using Salesforce’s Privacy Center, they implemented automated policies. For
example, the bank set a Data Management Policy to delete any Financial Account records (and all child objects) after 7 years of
account closure (Source: www.salesforce.com), satisfying GDPR's data minimization and local retention laws for financial data. They

also configured a Global RTBF (Right to be Forgotten) policy: if a customer requests deletion under CCPA/GDPR, the policy
would locate all related Contact, Account, and Asset records for that individual and mask or delete them uniformly (Source:
www.salesforce.com). This ensured no traces of the customer’s data remained across the multi-cloud profile (Sales, Service,
Marketing). The bank also used Salesforce’s Hyperforce Retention Store to segregate regulatory-compliance data: audit trails
and transaction records were stored in a separate encryption environment to meet SEC/FINRA retention (5-7 years) without
cluttering the main dataset (Source: www.salesforce.com).

3. Healthcare - Health Cloud with Shield: A European health insurer deployed Salesforce Health Cloud to manage patient
interactions. Their data included highly sensitive special category attributes (medical diagnoses, treatments). They leveraged
Salesforce Shield’s features extensively: Field Audit Trail logged all accesses to PHI; Platform Encryption encrypted health data
at rest using customer-managed keys (so no PIlI/PHI was stored on Salesforce servers without encryption) (Source:
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www.salesforce.com); and Event Monitoring generated alerts on any unusual blueprint changes. Additionally, the insurer used the
Data Cloud Privacy Consent Log DMO to track patient consents for data processing (as required under GDPR Art. 9). All machine
learning models (Einstein-based risk score for patient churn) filtered out any patient who had not consented to analytics. When
patients invoked their GDPR rights (e.g. “erasure”), the admin team ran a Data Cloud job to purge the unified profile and all
underlying records (even those in Marketing Cloud) of that patient. The insurer also ran regular Data Protection Impact
Assessments (DPIAs) on any new Al feature, consulting tech and legal teams. This rigorous approach complied with the EU’s
strict healthcare data rules and ensured Al decisions (like personalized health advice) remained fair and transparent.

4. Consumer Retail - Marketing Al and CCPA: A U.S.-based retailer used Salesforce Marketing Cloud and Einstein Al to
personalize email campaigns. Facing CCPA, they needed to honor California consumer preferences. The retailer implemented the
following strategy in Salesforce: In their Contact object, a custom checkbox recorded “California Opt-Out” (triggered via an online
Privacy Preference Center). Their data integration flows excluded any contact with that box checked from segmentation lists. When
Einstein Predicted for email targeting, the logic included a filter on “CA Opt-Out = false”. For retention, they scheduled a nightly job
to identify any California resident (based on address data) who had opted out of data “sale” and then marked their records as
“DoNotSell”. Once marked, their email engagement data was prevented from being used in Al models. The retailer also prepared a
monthly transparency report: using Salesforce reports, they compiled metrics on how many opt-out requests were received and
fulfilled. This not only satisfied CCPA’s requirements but also built trust (“Consumer privacy isn’t just a checkbox for us”).

5. Cross-Industry - Slack/Chatbot Usage (Global): Across industries, many Salesforce customers have begun employing Al
chatbots integrated with Slack (e.g. to let sales reps ask “What's next step?” or “Summarize this deal’s history.”). In multi-
jurisdictional companies, this raised governance questions. For example, an enterprise tech firm had engineers in Europe using a
Salesforce-GPT chatbot. The company decided that any Slack message content used to feed the bot must be scrubbed of non-
authorized data. They configured the Einstein GPT connector to only allow prompts with pre-approved data scopes. Moreover, they
used Slack’s new consent settings: before deploying their Al chatbot, users had to opt-in to have their private messages scanned
(consistent with EU privacy laws). All Al communications were logged, and a bi-monthly audit reviewed the logs for any GDPR/CCPA
issues (no incidents were found). This careful approach, influenced by Salesforce guidelines on human oversight and transparency
(Source: www.salesforce.com), ensured Al chat was useful but still under governance.

These real-world examples demonstrate how enterprises can apply Salesforce’s Al governance advice. Leveraging features like
Trust Layer auditing (Source: vantagepoint.io), Privacy Center data policies (Source: www.salesforce.com), and built-in compliance

infrastructure (Source: www.salesforce.com) (Source: compliance.salesforce.com), companies maintain innovation while honoring
laws. In each case, success hinged on cross-functional planning: tech teams worked with legal to map regulatory rules (GDPR,
CCPA, Al Act) to Salesforce capabilities, and then automated as much as possible.

Discussion: Implications, Challenges, and Future Directions

Governance as a Competitive Advantage

Strong Al governance builds customer trust. According to industry research, 60% of consumers say they are more likely to trust
companies that clearly demonstrate ethical handling of personal data (Source: dgt27.com). Salesforce itself emphasizes that a
unified, privacy-centric data strategy is not just compliance, but a competitive edge (Source: dgt27.com) (Source:
www.salesforce.com). By proactively meeting regulations, businesses avoid heavy fines (GDPR breaches average ~$14.8M (Source:
www.salesforce.com) and reputational damage, while positioning themselves as responsible innovators. Additionally, explicit
communication of Al practices—like disclosing “Al usage” in customer interactions—can enhance brand image. Companies can
publicize their Al governance story (training staff, diversity in datasets, audit protocols) as part of corporate social responsibility

and as a selling point to privacy-conscious customers.

Operational Challenges
Despite tools, gaps remain. Several challenges surface:

. Complexity of Compliance: Navigating multiple frameworks (GDPR, CCPA, EU Al Act, plus others like HIPAA, LGPD, etc. per
business) is onerous. For instance, a European subsidiary of a US corporation must juggle GDPR and US privacy laws
simultaneously. The Al Act adds a new layer. Companies may need legal experts versed in these landscapes, and agile policies
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that adapt per region. Salesforce helps with its privacy centre content by industry and region (Source: www.salesforce.com), but
integration often requires custom processes (like local data residency setups in Data Cloud for India/China).

. Data Residency and Cloud Geography: Some jurisdictions require data to stay within borders (e.g. India’s proposed Data
Protection Bill, China’s PIPL). Salesforce’s multi-region cloud (Hyperforce) allows data to reside in specific zones, but once Al
models (e.g. global LLM calls) cross borders, issues arise. GPTfy’s guide highlights the need to route Al calls via region-specific
instances to comply (Source: gptfy.ai) (Source: gptfy.ai). This is an evolving problem for CRM: how to ensure an EU or Indian
resident’s data fed into an Al model doesn’t leak to an overseas server. As a workaround, organizations may restrict which LLM
endpoints European users can reach or prefer on-prem solutions (like Azure OpenAl in-region). Salesforce’s Einstein GPT Trust
Layer (with zero retention and encryption (Source: vantagepoint.io) mitigates risk, but companies must still consider where the
actual compute occurs.

. Legacy Data and Third-Parties: Many organizations have legacy systems and multiple vendors. While Salesforce may
centralize new data, older archives (on Prem) or third-party data partnerships complicate compliance. Under GDPR/CCPA, even
data swapped across pre-existing systems must comply. Ensuring downstream Al processes respect upstream consents (as
noted earlier) is logistically complex. This requires thorough data lineage mapping. Salesforce’s “Agent” apps (MuleSoft
integrations) can sync consent states across platforms, but the effort is non-trivial.

« Ensuring Effective Human Oversight: The EU Al Act underscores “human in the loop”, but defining that in practice can be
hard. What counts as “meaningful human review”? Salesforce suggests supervisors should have model explanations and
override power. However, if a loan default decision is partially automated on Salesforce, companies must train staff to
understand model inclinations. Over-reliance on “click here to accept” can slip in. Embedding Al literacy (via Trailhead courses
(Source: www.salesforce.com) and even tabletop exercises can solidify oversight culture.

« Audit and Documentation Burden: High-risk Al requires extensive documentation (data sheets, logs, risk reports).
Maintaining this for multiple models across clouds is challenging. Salesforce’s logging features (Event Monitoring, GPT audit)
help generate raw data, but summarizing it into reports for auditors takes effort. The EU Al Act even hints at potential fines for
non-documentation. This will likely drive growth in compliance automation tools, perhaps built on Salesforce’s platform (admin
reports, or third-party governance apps).

Future Directions
Looking ahead, several trends and developments will shape Al governance in Salesforce:

« Al Act Enforcement and Global Adoption: With the EU Al Act coming into effect, we may see similar laws in other regions
(UK, Canada, Australia already considering Al-specific rules). Salesforce’s global footprint means it may pre-emptively apply Al
Act standards to non-EU customers to streamline products. The Al Act also imagines an “EU Al Office” to coordinate
enforcement (Source: www.salesforce.com); this could lead to cross-border inquiries. Salesforce’s statements favor global
cooperation (Source: www.salesforce.com), anticipating international alignment (e.g. OECD Al definition included in the Act).

. Tools for Runtime Compliance: Compliance is moving towards “continuous compliance”. Future Salesforce releases may
include features like automated model validation (checking for forbidden content generation) and real-time bias monitoring.
Already, vendors talk of continuous monitoring of Al. Salesforce’s architecture (multitenant but also extensible) is well suited to
embedding compliance checks. We may see frameworks where an Al model in production can only be trained on masked data
unless auditors review code.

. Privacy-Preserving Al: Techniques like federated learning or zero-knowledge proofs may enter the Salesforce space.
Hypersonic Data Cloud and Shield hints at multi-cloud data control (e.g. keep keys out of vendor reach). More advanced
techniques (differential privacy, homomorphic encryption) could allow running Al queries over encrypted Salesforce data
without decrypting it. This could be a game-changer for sectors like healthcare.

- Ethical & Explainable Al: As Al capabilities evolve (e.g. multimodal, more autonomy), regulators will demand more
transparency. Salesforce is already part of industry groups (Partnership on Al, WEF Al council) focusing on ethics. The upcoming
years will likely see more robust “XA/” tools integrated into CRM (automated bias metrics, counterfactual explanations for
decisions). Customers might even be required under regulation to present explainable Al reports - something Salesforce’s
model cards can facilitate.
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. Cross-border Data Strategies: With divergent global data laws (e.g. US states vs EU vs Asia), corporations will need flexible
data architectures. Salesforce’s Hyperforce federated clouds (EU, US, Japan regions) can help, but companies may architect
entire data flows to comply. For instance, an American customer might choose to store EU user data only in Europe-run
Salesforce orgs, with limited replication to US. Geofencing Al prompts (like GPTfy recommends) will become a common pattern
(Source: gptfy.ai).

« Vendor Ecosystems and Shared Governance: The Al Act emphasizes public-private collaboration (Source:
www.salesforce.com). Salesforce, with its ecosystem of partners (ISVs, consultancies), will likely coordinate on compliance
standards. We already see that: Vantage Point, Perficient, and others publish best practices on data security in Salesforce Al
(Source: vantagepoint.io) (Source: blogs.perficient.com). This shared knowledge will expand. Customers may demand
compliance certifications not just from Salesforce, but from partner ISVs building on Salesforce (e.g. a CPQ partner integrating
Al should also commit to governance). The Salesforce AppExchange will likely curate or highlight certified-compliance apps.

In summary, Al governance in Salesforce is entering an era of formal regulation and technical innovation. Organizations must
treat compliance as a continuous process—one that intertwines with business agility. Salesforce Inc.’s public posture (advocating
risk-based policy, building trust by design (Source: www.salesforce.com) suggests they will keep enhancing the platform to facilitate
compliance. For companies, the horizon is clear: by mid-decade, Al deployments must be fully auditable and aligned with legal
standards, or risk penalties and eroded trust. Those who root ethics and compliance into their Salesforce strategy now will be best
positioned to leverage Al confidently in the future.

Conclusion

This exhaustive review underscores that Al governance and compliance in Salesforce (2025) is a complex, but tractable,
challenge. The convergence of multi-billion dollar CRM platforms and cutting-edge Al has necessitated robust legal frameworks like
GDPR, CCPA/CPRA, and the EU Al Act. These laws impose significant obligations: from granting individuals rights over data, to
forbidding certain Al uses, to mandating transparency and accountability. For Salesforce users, compliance means leveraging the
platform’s built-in governance tools in tandem with strong organizational policies.

Salesforce itself has invested heavily in trust and compliance, as evidenced by its ethical use office, Al principles, Acceptable Use
Policies, and technical features (Data Cloud privacy DMOs, Einstein Trust Layer, encryption). Citations in this report showed
Salesforce aligning with regulatory requirements; for example, it commended the EU Al Act’'s risk-based approach (Source:
www.salesforce.com), and prohibits banned Al applications (Source: www.salesforce.com). These demonstrate a corporate

commitment to compliance that customers can build upon.

On the user side, organizations must follow a diligent, multi-pronged strategy. They should document and inventory all Al use
cases, conduct gap analyses against relevant regulations, and form cross-functional Al ethics/governance boards. Data governance
is equally critical: companies must classify and minimize data, obtain consents, enable subject rights (through Salesforce tools),
and deploy security measures. Salesforce’s capabilities help in these tasks, but ultimate responsibility remains with the data
controller behaviors (the customer companies).

Constructing an internal Al compliance playbook is advisable. This would integrate legal requirements, Salesforce’s capabilities,
staff training, and incident response. Regular audits—both internal and, if needed, third-party—should verify policies are followed.
Case examples (like the Slack terms change (Source: www.reuters.com), financial privacy center, and health cloud practices)
illustrate concrete implementations. Companies can draw on these to envisage their own solutions.

Looking forward, the governance landscape will only grow: by 2026, the Al Act’s enforcement will mature; more countries will pass
Al and privacy laws; technical innovations (federated data, PETs) will emerge. Salesforce’s ecosystem is likely to evolve in tandem.
We expect richer compliance features (e.g. standardized compliance reports, automated DPIAs for new Al features) and increased
emphasis on Al accountability metrics. Users should plan for continuous adaptation.

In conclusion, ensuring GDPR, CCPA, and EU Al Act compliance in Salesforce requires both technical measures and principled
leadership. The interchange of cited regulations and Salesforce policies in this report demonstrates that adherence is feasible but
demands rigor. By embedding trust, leveraging Salesforce’s governance tools, and keeping abreast of legal developments,
organizations can navigate this terrain safely. The stakes are high—legal penalties, lost consumer confidence, and ethical
ramifications—but the rewards of responsibly harnessing Al in Salesforce are equally significant: enhanced productivity, customer
satisfaction, and a reputation as an ethical innovator.
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All claims and recommendations in this guide are backed by authoritative sources, including Salesforce’s own publications, Reuters
news reporting, regulatory texts, and industry analysis (Source: www.salesforce.com) (Source: www.salesforce.com) (Source:
vantagepoint.io) (Source: www.salesforce.com). We encourage readers to consult the cited materials for deeper insights, and to
align their specific compliance strategies with expert legal counsel.
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o Informatica blog by Aashita Jain (CSA) on Al and privacy (Apr 2025) (Source: cloudsecurityalliance.org) (Source:
cloudsecurityalliance.org).

o GPTfy blog, “Privacy, Ethics & Compliance Guide for Salesforce Al” (Oct 2023) (Source: gptfy.ai) (Source: gptfy.ai).
o DGT27.com, “How Do Companies Use Al for GDPR in Salesforce?” (Sep 2024) (Source: dgt27.com) (Source: dgt27.com).
o CIO Insight, “CCPA Compliance: Achieving Cost-Effectiveness” (Jul 2024) (Source: ciohub.org) (Source: ciohub.org).

o VantagePoint (Salesforce partner), “Einstein GPT Trust Layer: Data Privacy & Security” (2023) (Source: vantagepoint.io)
(Source: vantagepoint.io).

Each source code (e.g. (Source: www.salesforce.com) corresponds to content in the browsing results above. All citations provide
evidence supporting the report’s claims.

Tags: salesforce, ai governance, gdpr, ccpa, eu ai act, data privacy, salesforce einstein, crm compliance, data governance, einstein
trust layer

About Cirra

About Cirra Al

Cirra Al is a specialist software company dedicated to reinventing Salesforce administration and delivery through autonomous,
domain-specific Al agents. From its headquarters in the heart of Silicon Valley, the team has built the Cirra Change Agent
platform—an intelligent copilot that plans, executes, and documents multi-step Salesforce configuration tasks from a single plain-
language prompt. The product combines a large-language-model reasoning core with deep Salesforce-metadata intelligence, giving
revenue-operations and consulting teams the ability to implement high-impact changes in minutes instead of days while
maintaining full governance and audit trails.

Cirra Al's mission is to “let humans focus on design and strategy while software handles the clicks.” To achieve that, the
company develops a family of agentic services that slot into every phase of the change-management lifecycle:

< Requirements capture & solution design - a conversational assistant that translates business requirements into
technically valid design blueprints.

. Automated configuration & deployment - the Change Agent executes the blueprint across sandboxes and production,
generating test data and rollback plans along the way.

« Continuous compliance & optimisation - built-in scanners surface unused fields, mis-configured sharing models, and
technical-debt hot-spots, with one-click remediation suggestions.

. Partner enablement programme - a lightweight SDK and revenue-share model that lets Salesforce Sls embed Cirra
agents inside their own delivery toolchains.

This agent-driven approach addresses three chronic pain points in the Salesforce ecosystem: (1) the high cost of manual
administration, (2) the backlog created by scarce expert capacity, and (3) the operational risk of unscripted, undocumented
changes. Early adopter studies show time-on-task reductions of 70-90 percent for routine configuration work and a measurable
drop in post-deployment defects.

Leadership

Cirra Al was co-founded in 2024 by Jelle van Geuns, a Dutch-born engineer, serial entrepreneur, and 10-year Salesforce-
ecosystem veteran. Before Cirra, Jelle bootstrapped Decisions on Demand, an AppExchange ISV whose rules-based lead-routing
engine is used by multiple Fortune 500 companies. Under his stewardship the firm reached seven-figure ARR without external
funding, demonstrating a knack for pairing deep technical innovation with pragmatic go-to-market execution.

Jelle began his career at ILOG (later IBM), where he managed global solution-delivery teams and honed his expertise in enterprise
optimisation and Al-driven decisioning. He holds an M.Sc. in Computer Science from Delft University of Technology and has lectured
widely on low-code automation, Al safety, and DevOps for SaaS platforms. A frequent podcast guest and conference speaker, he is
recognised for advocating “human-in-the-loop autonomy”—the principle that Al should accelerate experts, not replace them.
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Why Cirra Al matters

« Deep vertical focus - Unlike horizontal GPT plug-ins, Cirra’s models are fine-tuned on billions of anonymised metadata
relationships and declarative patterns unique to Salesforce. The result is context-aware guidance that respects org-specific
constraints, naming conventions, and compliance rules out-of-the-box.

- Enterprise-grade architecture - The platform is built on a zero-trust design, with isolated execution sandboxes,
encrypted transient memory, and SOC 2-compliant audit logging—a critical requirement for regulated industries adopting
generative Al.

. Partner-centric ecosystem - Consulting firms leverage Cirra to scale senior architect expertise across junior delivery
teams, unlocking new fixed-fee service lines without increasing headcount.

. Road-map acceleration - By eliminating up to 80 percent of clickwork, customers can redirect scarce admin capacity
toward strategic initiatives such as Revenue Cloud migrations, CPQ refactors, or data-model rationalisation.

Future outlook

Cirra Al continues to expand its agent portfolio with domain packs for Industries Cloud, Flow Orchestration, and MuleSoft
automation, while an open API (beta) will let ISVs invoke the same reasoning engine inside custom UX extensions. Strategic
partnerships with leading Sls, tooling vendors, and academic Al-safety labs position the company to become the de-facto
orchestration layer for safe, large-scale change management across the Salesforce universe. By combining rigorous engineering,
relentlessly customer-centric design, and a clear ethical stance on Al governance, Cirra Al is charting a pragmatic path toward an
autonomous yet accountable future for enterprise SaaS operations.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the accuracy, completeness, or reliability of its contents. Any
use of this information is at your own risk. Cirra shall not be liable for any damages arising from the use of this document. This content may include material generated with
assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information independently. All product names, trademarks,
and registered trademarks mentioned are property of their respective owners and are used for identification purposes only. Use of these names does not imply endorsement.
This document does not constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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