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Executive Summary

The integration of custom artificial intelligence (Al) models with Salesforce is rapidly emerging as a strategic imperative for
enterprises seeking to augment CRM workflows with advanced predictive and generative intelligence. This report provides a
comprehensive enterprise architecture guide detailing how organizations can connect internally developed or third-party Al models
into Salesforce-centric ecosystems. It examines the motivations, patterns, and tools for such integration, as well as practical
considerations around data, security, and scalability. In an age where studies show enterprises that adopt Al tools are “90% more
likely to report higher levels of productivity” (Source: www.salesforce.com) and banks alone could unlock roughly $1 trillion in

annual value through strategic Al use (Source: www.salesforce.com), leveraging corporate data for Al insights is no longer optional.

The report highlights multiple approaches: from leveraging Salesforce’s own “bring your own model” (BYOM) features (such as
Einstein Copilot Model Builder with Vertex Al) to building external Al microservices (e.g. on Heroku, AWS, Azure) that communicate
with Salesforce via APIs or event-driven channels. We explore architectural patterns like batch migrations, event-driven
broadcasts, and data aggregation (Source: blogs.mulesoft.com), illustrating how these apply to machine learning data pipelines.

Key technologies - Salesforce Data Cloud, MuleSoft API-led integration, Apex callouts, Lightning flows, platform events, and third-
party connectors - are examined in depth. We also analyze Salesforce’s emerging Al offerings ( Einstein GPT, data cloud routing,
trust layers and how they fit into the architecture.

A special focus is on enterprise concerns: data governance, compliance, and security. For example, Salesforce’s Einstein Trust
Layer and MuleSoft’s APl management features are designed to ensure that “data is collected and stored from a secure source”
(Source: www.salesforce.com), addressing risks of using generative Al in regulated industries. We discuss best practices for

encrypting data in transit, using named credentials, and implementing zero-trust principles for Al models (Source:
architect.salesforce.com) (Source: www.salesforce.com).
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Case studies and examples—ranging from a fictional retail scenario to real-world banking deployments—illustrate the benefits and
challenges. For instance, a retailer (“Northern Trail Outfitters”) used Salesforce Data Cloud and an external Vertex Al model to
predict product preferences, enabling highly personalized marketing segments (Source: developer.salesforce.com). Similarly, a
financial institution piloting Salesforce’s Agentforce (generative Al agents) saw customer engagement jump three- to four-fold by
delivering contextually relevant content (Source: www.salesforce.com). These examples underscore the revenue and efficiency
upside of well-architected Al integration.

Finally, we look ahead to future directions. Salesforce and other vendors are pushing toward “agentic” architectures, digital twins
for safe Al testing (Source: www.techradar.com), and standardized protocols (like the Model Context Protocol to enable modular Al
services. We conclude that robust enterprise architecture - one that harmonizes data, Al pipelines, and trust frameworks - is
essential for organizations to safely capture the full potential of custom Al integrated into Salesforce.

Introduction and Background

Enterprise organizations have long sought to leverage data-driven insights to improve customer relationship management.
Salesforce reigns as the leading Customer Relationship Management (CRM) platform, enabling companies to unify customer data
and automate business processes. In parallel, Al and machine learning (ML) have transitioned from experimental pilots to
mainstream business tools. As of 2025, Gartner and industry studies find that well over half of enterprises have deployed or plan to
deploy Al initiatives. Yet a striking majority of Al projects struggle without proper integration: an MIT study notes “95% of
generative Al pilots never reach production” (Source: www.techradar.com), often due to fragmented data, unclear architecture, or
governance issues.

This report addresses these challenges by focusing on how to architecturally integrate custom Al models with the
Salesforce platform. By “custom Al models” we mean any machine learning or Al system that is not delivered out-of-the-box by
Salesforce Einstein — for example, in-house predictive models, third-party ML services (e.g. SageMaker models), or fine-tuned large
language models. The goal is to outline best practices, design patterns, and lessons learned that allow enterprises to harness these
Al models within their Salesforce-driven processes (Sales, Service, Marketing, etc.) at scale and with security.

Integrating Al into Salesforce is fundamentally an enterprise architecture problem. It concerns data architecture (ensuring
Salesforce data quality and availability), integration architecture (APIs, messaging, middleware), and application logic (when and
how models are invoked and results used). It also touches on organizational architecture: aligning data scientists, system
architects, and business teams to realize ROI. In fact, Salesforce architects emphasize that data + Al + CRM must be orchestrated
together, and that “most of a technical architect’s existing roles and competencies are shared by an Al architect” (Source:
medium.com). As one survey of IT leaders found, 86% believe generative Al will soon have a prominent role in their
organizations (Source: medium.com). Thus, adapting enterprise architecture to an Al paradigm is a current priority.

From a historical stance, Salesforce began embedding Al with the “Einstein” suite in 2016, offering predictions and insights natively
in its clouds. More recently, in 2023-2025 Salesforce has gone “all-in” on generative Al: announcing Einstein GPT across
Sales/Service/Marketing clouds, partnerships with OpenAl/Anthropic, and new tooling like Einstein Copilot Studio. Concurrently, they
have beefed up data integration: examples include the launch of Salesforce Data Cloud (a real-time data platform processing ~30
trillion monthly transactions (Source: www.salesforce.com) and plans to acquire Informatica for $8 billion to strengthen data
management (Source: www.reuters.com). These moves reflect the reality that tying Al to actionable customer journeys requires
robust, trustworthy data plumbing.

In this intertwined context of CRM and Al, enterprise architects must navigate new patterns. How should customer data flow into
model training pipelines? What latency is acceptable for scoring a lead or case? What user experiences can utilize Al outputs (email
personalization, lead scoring, chatbots)? And crucially, how can data governance and security be maintained when invoking
external Al (especially LLMs) on sensitive data?

The rest of this report explores these questions in depth. We begin by surveying Salesforce’s Al ecosystem and integration tools,
then dive into architectural patterns and technical approaches for connecting custom models. We present data analysis, real-world
examples, and supporting research wherever possible, ensuring all claims are citation-backed. Multiple perspectives are covered -
from integration middleware to in-platform automation, and from business impact to governance.

Salesforce’s Al and Data Platform Overview
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To integrate custom Al models with Salesforce, one must first understand the Salesforce technology stack and its current Al
capabilities. Salesforce offers a broad set of products across customer engagement, analytics, and integration, many of which now
include Al features.

The Salesforce Platform

At its core, Salesforce is a cloud-based Platform-as-a-Service (PaaS) that provides a unified data model (Customer 360) and
extensible applications (Sales Cloud, Service Cloud, Marketing Cloud, etc.). The multi-tenant platform is front-ended by the
Lightning Ul and APIs, which include REST, SOAP, Bulk, and others. Developers can customize the platform via Apex (Java-like
server-side language), Visualforce/Lightning Components, and declarative tools (Flow, Process Builder).

Key to integration is MuleSoft, now part of Salesforce, which provides an “API-led” approach to connecting Salesforce to external
systems (Source: www.salesforce.com). MuleSoft's Anypoint Platform includes APl gateways, connectors to popular systems
(SAP, AWS, Snowflake, etc.), and iPaaS for building data flows. This middleware is often the center of integration strategy in large
enterprises, enabling data to move into and out of Salesforce.

Salesforce Hyperforce (the re-architected infrastructure) allows Salesforce to run in public clouds regionally, simplifying compliance
and performance. Data Cloud (formerly Customer 360 Truth) is Salesforce’s enterprise data platform for CRM, able to ingest and
unify customer data at massive scale (processing ~30 trillion transactions/month (Source: www.salesforce.com) and enabling real-
time profiles.

Native Al: Salesforce Einstein and Einstein GPT

Salesforce’s native Al, Einstein, has evolved from simple predictions in 2016 to full generative Al in 2023-25. Einstein capabilities
include:

- Einstein Vision & Language: Pre-built image recognition and text analysis services.
. Einstein Prediction Builder: A Ul tool to train custom predictive models on Salesforce data (e.g. predict lead conversion).
. Einstein Next Best Action: Recommendations in workflows.

- Einstein Bots & Automated Case Classification: Pre-configured Al for service processes.

In 2023, Salesforce introduced Einstein GPT, a generative Al framework that integrates LLMs into Salesforce clouds. Einstein GPT
allows users to generate text (emails, messages, reports) via LLMs such as OpenAl’'s GPT series, Anthropic’s Claude, and Salesforce
Research’s own models (Source: www.datanami.com). Notably, Einstein GPT is integrated across the entire Customer 360: Sales,
Service, Marketing, Commerce, Slack, etc. For example, Einstein GPT in Sales can draft customer emails and schedule follow-ups; in
Service it can suggest case responses and knowledge articles (Source: www.datanami.com). It even extends to developer tools:
Einstein GPT for Developers can generate Apex code snippets and test cases.

Crucial for enterprises is that Salesforce’s approach is “open ecosystem” - customers can bring their own models or connect to
preferred external LLMs (Source: www.datanami.com). This aligns with the rise of BYOM (Bring Your Own Model) capabilities:
Einstein Copilot Studio’s Model Builder (discussed below) explicitly supports connecting Salesforce data to external model hosting
platforms like AWS SageMaker or Google Vertex. Moreover, Salesforce emphasizes data trust: its Al Cloud product ensures data
“doesn’t leave Salesforce’s environment,” targeting regulated industries (Source: www.axios.com), and the new Einstein Trust

Layer adds encryption and policy controls over generative Al outputs (Source: www.salesforce.com).

In summary, Salesforce provides a rich Al ecosystem: out-of-the-box models (Vision, GPT, etc.), data platforms (Data Cloud), and
integration tools (MuleSoft, Flow, Apex). However, even with these, many enterprises need to integrate custom models - for niche
use cases or to leverage proprietary data/algorithms - which is the focus of this guide.

Why Integrate Custom Al Models with Salesforce?

Before delving into architecture, we establish why enterprises would integrate custom Al with Salesforce rather than rely solely on
built-in capabilities. Several business and technical factors drive this:
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1. Tailored Intelligence: Custom models allow use cases that built-in Al might not cover. For example, a company might have its
own churn model built from years of data, or an inventory forecasting model tuned to its unique supply chain. Embedding these
with Salesforce means predictive insights directly power CRM processes (lead scoring, product recommendations, etc.). In one
industry survey, executives emphasized that generative Al should feed into specific business processes and personalized data,
which often means combining in-house models with broader LLMs (Source: datawhistl.com).

2. Competitive Differentiation and Data Ownership: Proprietary Al models are a competitive asset. Using custom models
ensures that sensitive data (customer behavior, financials) is not simply sent to a black-box vendor. In regulated industries,
data sovereignty is critical: Salesforce itself addresses this by offering an “Al Cloud” where data can be used by LLMs within
Salesforce’s trust boundary (Source: www.axios.com). Some companies will only input data into self-controlled models for
compliance. For example, banks “must hide demographic information” for lending officers as required by fair-lending laws
(Source: www.salesforce.com); custom models can enforce such rules better than generic cloud Al.

3. Integration with Existing Workflows: Companies already have data pipelines and ML teams. Integrating those models into
Salesforce preserves existing workflows. For instance, a retailer might already train an XGBoost model in Vertex Al for product
recommendations. Using Salesforce Model Builder, that model can directly score customer profiles in Data Cloud, without re-
engineering it for a new environment (Source: developer.salesforce.com) (Source: developer.salesforce.com).

4. Leverage HUman Expertise via Al: Sales, marketing, and service teams gain immediate benefit when Al can automate tasks
with their context. As one CEO stated, “Al must be grounded in business outcomes,” and for Salesforce this means feeding
“relevant, context-driven data to the models” (Source: www.datanami.com). In practice, that can mean invoking a custom
model to enrich prompts or to trigger processes. For example, marketing might inject a custom churn score into an Einstein GPT
email template, making the generated copy more individualized (Source: datawhistl.com).

5. Operational Efficiency: Using custom Al to automate routine tasks leads to efficiency. For example, the Salesforce-MuleSoft
integration interview highlights automating bank account approvals with Al document processing and flows (Source:
www.salesforce.com). A custom NLP model could classify cases or intents, which would then auto-route in Salesforce flows.

Salesforce data shows businesses adopting Al report vastly higher productivity (Source: www.salesforce.com).

6. Support for Advanced Use Cases: Modern Al includes computer vision, speech, recommendations, and generative tasks.
While Salesforce offers certain vision or text services, organizations may need custom implementations. For instance, a
manufacturing firm might have an image model detecting defects; feeding those insights into Salesforce for service ticket
creation would require custom model integration. Likewise, generative Al is open-ended enough that companies may train
domain-specific LLMs (e.g. for legal compliance) and integrate them via Salesforce GPT Studio (Source: datawhistl.com).

7. Scalability and Flexibility: Some enterprises prefer to use dedicated Al cloud platforms (AWS, GCP, Azure) for heavy ML
workloads. Integrating those with Salesforce allows the best of both worlds: enterprise-scale ML on specialized infrastructure,
with Salesforce’s Ul and data. The Salesforce Model Builder with SageMaker/Vertex is an explicit example of this architecture
(Source: developer.salesforce.com).

In short, integrating custom Al models with Salesforce can unlock actionable insights directly in CRM workflows, maintain control of
enterprise data, and leverage existing ML investments. The business value is evident: companies that synergize their data pipelines
with Al see better personalization and automation. The complexity lies in making this integration robust and secure, which is the
subject of the following sections.

Enterprise Integration Patterns for Salesforce and Al

When architecting integrations, it is useful to employ established integration patterns. The Aimada et al. patterns for Salesforce-
MuleSoft connectivity (and general enterprise integration) apply well to Al integration. MuleSoft notably identifies five common
Salesforce integration patterns (Source: blogs.mulesoft.com): Migration, Broadcast, Aggregation, Bi-directional Sync, and
Correlation. Understanding these provides a foundation for connecting Salesforce to Al systems at scale.
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INTEGRATION
PATTERN

Migration

Broadcast

Aggregation

Bi-directional
Sync

Correlation

DESCRIPTION

Bulk movement of data at a point in time
from one system to another (Source:
blogs.mulesoft.com).

Real-time or near-real-time one-to-many
synchronization from one source system to
multiple targets (Source:
blogs.mulesoft.com).

On-demand collection of data from multiple
systems into one system or report (Source:
blogs.mulesoft.com).

Keeping Salesforce and an external system
in sync, so each is partially source of truth
and uses the same data (Source:
blogs.mulesoft.com).

Linking or correlating data between
systems (e.g. joining related records)
(Source: blogs.mulesoft.com).

Integrating Custom Al with Salesforce: An Architect's Guide

USE IN Al INTEGRATION

Loading historical customer data (orders, interactions)
from Salesforce to train an external Al model (e.g. export
accounts/opportunities for offline ML).

When a Salesforce event occurs (e.g. an Opportunity close
won), trigger updates in Al systems (e.g. send data to a
scoring service and log in data lake). Ensures multiple
systems receive current customer status.

Querying multiple data sources (Salesforce cases, ERP
data, web analytics) to construct a feature vector for a
machine learning model. Al inference results can likewise
be aggregated back into Salesforce.

For example, syncing customer segment labels or Al-
generated recommendations back and forth between
Salesforce and a marketing database, so both reflect the
latest model outputs.

Matching external model outputs with Salesforce records
(via IDs) to update fields. Ensuring an external Churn
model’s predictions attach to the correct Contact or
Account record.

Each of these patterns can form part of an Al integration strategy. Consider the following illustrative mapping:

Migration Pattern (Batch Training Data): Use Case - training an Al model on historical CRM data. For example, extract
months of Account, Opportunity, and Case records from Salesforce into an external data lake (or Heroku Postgres via Heroku
Connect (Source: atrium.ai) to train a predictive model. Data migration processes often use scheduled batch jobs (e.g. nightly
data transfers).

Broadcast Pattern (Real-time Inference): Use Case - invoking an Al service when Salesforce data changes. For instance,
whenever a new lead is created or updated in Salesforce, an event (Platform Event or Change Data Capture) broadcasts that
customer info to an Al APl endpoint to score lead quality. The scored output is then written back into Salesforce, effectively
pushing to multiple targets (the scoring service and CRM update).

Aggregation Pattern (Feature Assembly): Use Case - assembling disparate data for model input. A lead scoring model
might require data from Salesforce, a billing system, and a support ticket system. An aggregation integration could call each
source’s APl on demand, combine data in an intermediate service, and supply it to the model. Results can be aggregated back
(e.g. summary metrics stored in Salesforce reports).

Bi-directional Synchronization: Use Case - maintaining a unified profile. For example, an e-commerce customer profile is
kept in Salesforce and in a separate marketing automation platform. A custom Al model might segment customers and label
profiles; these segment labels must sync both into Salesforce and back to the marketing tool so both remain consistent.

Correlation Pattern: Use Case - entity matching. Suppose an Al model outputs recommended products for a “Customer ID”
but Salesforce identifies customers by a unique Salesforce ID. A correlation service would match these identifiers so that
recommendation outputs attach to the correct Salesforce Account record.

These patterns are not mutually exclusive and often overlap. For example, deploying an Al-powered chatbot might use Broadcast
(send chat transcripts to an NLP service), Correlation (map NLU results to Salesforce cases), and BiSync (update both chat system
and Salesforce after response). Likewise, the Event-Driven Architecture approach prevalent in modern enterprises aligns with
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Broadcast and Aggregation patterns by leveraging message queues (Kafka, Salesforce Platform Events) for decoupling and
reliability.

Table 1 below summarizes these common patterns with example Al-centric applications:
PATTERN DESCRIPTION / DATA FLOW Al USE-CASE EXAMPLES

. ) Bulk ETL: transfer large datasets on schedule from oo . .
Migration - Periodic export of historical CRM data for model
Salesforce to Al systems (Source: o .
(Batch) training or batch re-scoring of customer segments.
blogs.mulesoft.com).

- Triggering external Al scoring (e.g. fraud

Broadcast Real-time P2MP sync: a trigger in Salesforce detection, recommendation engine) on record
(Event) pushes data to many services (Source: changes.
blogs.mulesoft.com). - Publishing new customer events to ML pipelines
for immediate response.
- Combining Salesforce data and external data to
) o . build an input vector for a prediction API.
Aggregation On-demand consolidation of data from multiple . . ) .
. - Querying external data (social media sentiment,
(Query) sources into one. ) . )
third-party demographics) to enrich Salesforce
profiles.
- Syncing Al-derived attributes (like
Lo . . . “churn_risk_score”) in both Salesforce and
Bi-directional Continuous two-way data consistency between )
downstream marketing systems.
Sync Salesforce and another system.

- Mirroring key customer data fields to ensure
model input/output consistency.

- Mapping Al model result records to Salesforce

. Linking records across systems to maintain entities (matching on ID or email).
Correlation o . . . o .
referential integrity. - Ensuring recommendations or classifications align

with correct Salesforce records.

Table 1: Common Salesforce Integration Patterns applied to Al systems (Source: blogs.mulesoft.com) (Source: blogs.mulesoft.com).

By designing integrations around these patterns, architects can make solutions more modular, scalable, and maintainable. For
example, MuleSoft integration best practices recommend an event-driven broadcast pattern for low-latency updates across
systems, with Mule flows handling transformations (Source: www.salesforce.com) (Source: blogs.mulesoft.com). Similarly,
scheduled batch jobs (migration pattern) are appropriate for non-real-time processes like nightly model retraining or bulk data sync.

Architectural Components and Technology Stack

Building on the patterns above, an effective architecture for integrating Al into Salesforce involves several layers, each with specific
technologies. Figure 1 (below) conceptually outlines an enterprise-grade Al integration architecture.

Figure 1: Conceptual layers in an enterprise Al + Salesforce architecture (Note: figure conceptual only, not an actual

image embed)

[Data Sources] -> [Integration Layer (API/EAI)] -> [Data Layer] -> [AI/ML Layer] -> [Application Layer (Salesforce/UI)]
1 |
[Security/Governance] [Partner Models/Services]
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Infrastructure Layer: Cloud environment and compute resources. Salesforce runs on Hyperforce (public cloud infra). External
Al models typically run on laaS/PaaS (AWS, Azure, GCP, Heroku). Self-managed Kubernetes or serverless functions may host
custom Al endpoints. Robust networking with VPN or private links is often used for secure connectivity.

Data Layer: Centralized data stores. Typically includes Salesforce’s CRM database, Data Cloud (customer data platform), and
any external data warehouse or lake (e.g. Snowflake, Redshift). The data layer must ensure high data quality and schema
alignment for Al use. According to Salesforce experts, “Data from diverse sources can be consolidated and prepared using Data
Cloud'’s lakehouse technology” before training (Source: developer.salesforce.com). Key components:

o Salesforce Data (Accounts, Contacts, Custom Objects): the authoritative CRM data.
o External Datastores: any ERP, transactional systems, or data warehouses integrated via MuleSoft or ETL.

o Unified Customer Graph: Data Cloud or external graph storing identity-linkage (Billions of records/day (Source:
www.datanami.com).

o Feature Store (optional): an intermediate store of computed features for ML (e.g. customer segment, RFM values).
Integration Layer: The “communication fabric” that connects all systems (see [37] below). This includes:

o APIs: Both Salesforce’s APIs (REST, SOAP, Bulk, Streaming) and custom APIs. Salesforce can call external endpoints via
Apex callouts, Lightning components, or Flows. External systems can call Salesforce APIs or listen to Platform Events.

o Middleware/EAI: MuleSoft Anypoint is a common choice, providing APl gateway, connectors, and flow design.

o Messaging/Event Buses: Salesforce Platform Events, Change Data Capture (CDC), or external Kafka, Pub/Sub for
asynchronous, streaming integration.

o Integration Fabric: Architectures often use an event-driven backbone - as Salesforce’s “agentic enterprise” vision states,
a “high-throughput, low-latency messaging and streaming backbone” is key to decoupled communication (Source:
architect.salesforce.com).

Integration  capabilities  should support dynamic, many-to-many communication among systems (Source:
architect.salesforce.com), semantic data mapping, and APl governance. For example, Salesforce’s architecture guide envisions
a “Semantic Knowledge Adapter” that enforces a shared data vocabulary across services (Source: architect.salesforce.com). In
practice, this might be implemented as standardized data contracts (e.g. JSON schemas for customer objects).

Al/ML Layer: The environment where Al models live and run. This includes:

o Model Training Platforms: e.g. AWS SageMaker, Google Vertex Al, Azure ML, GCP BigQuery ML, Databricks, or on-prem
Hadoop/Spark etc. These platforms ingest training data (often via the integration layer from the data layer), train custom
models (regression, classification, clustering, or deep neural networks), and expose endpoints.

o Model Serving/Endpoint: Deployed model endpoints to which Salesforce will send data for inference. These endpoints
might be hosted on the same platform (SageMaker, Vertex, Azure Functions) or containerized on Heroku/AWS
Lambda/Kubernetes.

o Tooling/ML Ops: Infrastructure for continuous integration/deployment of models, monitoring/training pipelines (e.g.
MLflow, Kubeflow), and A/B testing. These are typically external to Salesforce but need integration (e.g. notifying Salesforce
when a new model is live).

o Pre-Trained LLMs & Services: The “Agentforce/Einstein GPT” components where selected LLMs (OpenAl, Anthropic,
Salesforce Research) can be invoked. Salesforce’s Einstein GPT leverages an open ecosystem with multiple pre-trained
models, and it allows customers to connect their data to these models (Source: www.datanami.com).

o Custom Al Components: Any bespoke services (chatbots, computer vision APIs, recommendation engines) that expose
APIs to Salesforce.

. Application Layer: Salesforce itself lives here. This includes:

o Salesforce Clouds (Sales, Service, Marketing, Commerce): where business processes execute and where Al insights are
used (score fields, predictions, chatbots, content generation).

o Einstein Copilots and GPT Studio: User-facing interfaces through which salespeople, marketers, or service agents
interact with Al (e.g., drag-and-drop GPT prompt builders, Einstein GPT for Slack, etc.).
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o Lightning Components / Flows: Custom Ul and logic that may call Al models (e.g. a Lightning Web Component that calls
an external ML service via Apex).

o Activities/Tasks Automation: Salesforce Flow or Einstein Next Best Action that automates actions (sending an email,
creating a case) based on Al outputs.

« Security & Governance Layer (cross-cutting): Overarching controls for identity, privacy, and compliance. It covers:

o Authentication/Authorization: OAuth scopes for APl access, SSO for users, encryption keys management. For example,
Salesforce allows Named Credentials to securely store tokens for external Al services.

o Encryption: SSL/TLS for in-flight data; Salesforce Shield (Platform Encryption) can encrypt at-rest data. Sensitive fields (Pll)
should be masked or encrypted especially before being sent to any external Al service. Banks, for instance, implement
policies so that protected attributes (like race, religion) are hidden from loan officers but available to regulators (Source:
www.salesforce.com).

o API Security & Trust: Tools like MuleSoft’'s Anypoint Flex Gateway and APl Governance can manage policies (rate
limiting, data leak prevention) on calls to Al endpoints (Source: www.salesforce.com). Salesforce’s Einstein Trust Layer
similarly adds encryption and auditing for its Al features.

o Audit & Monitoring: Logging of which data was sent to which model, for compliance. For generative Al, guardrails (e.g.
prompt filtering) ensure outputs can’t leak sensitive data (Source: architect.salesforce.com).

o Data Governance: Master data management, schema governance, compliance with regulations (GDPR, HIPAA). For
example, Salesforce’s trust approach ensures data is “federated” according to region and compliance requirements
(Source: www.datanami.com).

“Integration must evolve to support the dynamic, many-to-many communication patterns of Al agents... requiring real-time data
processing and ad-hoc discovery” (Source: architect.salesforce.com). This design principle underscores that the integration layer
for Al is not merely point-to-point API calls, but a robust message/event-driven fabric that can handle on-the-fly model requests,
data streaming, and orchestration of multiple Al services.

In practice, a concrete implementation might look like this: customer records and event data are funneled through MuleSoft into a
central data lake (Data Cloud), from which subsets are routed to training platforms (via APIs or database connections). Once models
are trained (e.g. a churn-prediction model on SageMaker), an endpoint is registered. Salesforce App (via Flow or Apex) sends
feature data to that endpoint, receives a score, and updates records. Simultaneously, Al outputs can trigger Salesforce Flows to,
say, create tasks or segment lists. All API calls pass through secured channels with audit logging. The tables below outline specific
technologies by layer:
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. Girra AI

COMPONENT

Integration Layer

Data Layer

Al/ML Layer

Application Layer

Integrating Custom Al with Salesforce: An Architect's Guide

ROLE/DESCRIPTION

Connects Salesforce to external systems (Al,
databases, apps). Supports APIs and event streams
(Source: architect.salesforce.com) (Source:

www.salesforce.com).

Central data storage and processing: unifies
disparate sources into a “single source of truth” for
Al (Source: www.salesforce.com) (Source:

www.leanware.co).

Model development, training, and serving. Hosts Al
endpoints and MLOps pipelines.

Salesforce clouds and Uls where Al-driven actions
occur. Contains Lightning Components, Flows,
OmniChannels, and Einstein GPT copilot Uls.

EXAMPLE TOOLS/PLATFORMS

MuleSoft Anypoint, API Gateway, Salesforce
Connect, Platform Events, Kafka, Webhooks

Salesforce Data Cloud, Data Lakehouse
(Snowflake, BigQuery), External
warehouses, Heroku Postgres

AWS SageMaker, Google Vertex Al, Azure
ML, TensorFlow/PyTorch on GCP, Heroku
apps, Docker/Kubernetes clusters

Salesforce Sales/Service/Marketing Clouds,
Salesforce Flows, Lightning Web
Components, Einstein GPT Studio

OAuth 2.0 Named Credentials, TLS, MFA,
MuleSoft Flex Gateway, permissions sets,
Shield Platform Encryption, Federated
Learning

Controls across layers for trust and compliance

Security/Governance (Source: www.salesforce.com) (Source:

architect.salesforce.com).

Table 2: Architectural layers and key technologies in Al-Salesforce integration (with examples).

This multi-layer architecture ensures clear separation of concerns: integration middleware handles protocol and format translation;
data stores handle persistence and cleansing; Al services handle computation; and Salesforce apps present results. In the sections
that follow, we detail how data flows between these layers and how each can be built in practice for custom Al integration.

Implementation Approaches and Best Practices

With the architecture outlined, we now delve into practical implementation strategies. We examine key approaches to connect Al
models to Salesforce and discuss best practices at each stage of the pipeline.

Data Ingestion and Preparation

Al models require high-quality training data. When Salesforce is a primary data source, one approach is to ETL (extract-
transform-load) Salesforce data into an external data store for model training. For example, integrate Salesforce with a data lake
or warehouse via MuleSoft, Talend, Informatica, or Heroku Connect. This migration pattern is natural for historical data: one-time
bulk exports or scheduled nightly syncs can capture all relevant CRM objects and fields.

“Migration is intended to handle large volumes of data... migrations are essential to any data systems and are used extensively
in any organization.” (Source: blogs.mulesoft.com) (Source: blogs.mulesoft.com)

For instance, a customer segmentation project might extract customer demographics, purchase history, and engagement metrics
from Salesforce (and other systems) into a centralized store. Data cleansing and transformation occur at this stage (e.g. filling
missing values, normalizing formats). The Leanware reference emphasizes automated validation pipelines: “Data validation
happens through automated pipelines that check for completeness, accuracy, and format consistency” (Source: www.leanware.co).
like Apache Kafka (Source:

www.leanware.co).

Tools (for streaming) or Apache Spark/Airflow can orchestrate these data flows at scale
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In some cases, a more real-time approach is needed even during training. Salesforce’s Data Cloud offers a “zero-copy”
architecture where the data in the cloud can be used to train models in-situ on connected platforms. As the Salesforce Vertex Al
blog explains, “data from Data Cloud is used to build and train the models in Vertex Al” without manual exports (Source:
developer.salesforce.com). Using connectors or software development kits (SDKs), one can query Data Cloud objects directly from
the ML environment. For instance, Google Cloud’s Vertex Al Workbench can use a Python connector to fetch data from Salesforce
Data Cloud (Source: developer.salesforce.com). This avoids duplicating data and ensures models are built on the freshest data sets.

When none of the data is already in Salesforce, data may flow the other way: Salesforce can ingest outputs of external systems
post-training. For example, if a third-party Al makes predictions elsewhere, those predictions can be loaded back into Salesforce via
middleware or bulk API. MuleSoft flows, Heroku Connect write-backs, or Salesforce Bulk APl jobs can update object fields (such as
adding a CHurn_Score__c custom field) so that CRM records carry the model results.

Best Practices, Data:

« Ensure data consistency: Use Salesforce’s Data Cloud or MDM to unify multiple records for the same customer (e.g. merging
duplicates) before training.

« Protect sensitive data: Use encryption or tokenization on PIl fields when exporting to training systems, especially outside secure
perimeters.

« Use CDC and Platform Events for incremental updates: Instead of full reloads, configure Salesforce Change Data Capture to
push only changed records to the Al pipeline, keeping models up-to-date without heavy loads.

« Maintain metadata: Document data schemas and transformations centrally, as per leanware’s emphasis on data governance
(Source: www.leanware.co).

Model Training and Deployment

Once data is ready, models are trained on specialized platforms. Most enterprises use cloud ML services (TensorFlow, PyTorch,
SageMaker, Vertex, etc.) where they iterate on training. This stage is largely independent of Salesforce, but the architecture must
link model endpoints to the CRM.

Key considerations:

.« Feature Engineering: Decide what Salesforce data (or derived KPIs) to feed into the model. This may involve on-the-fly
feature computation. Some patterns let a middleware compute features (e.g. compute recency-frequency metrics in a data
pipeline) before hitting the model.

« Model Versioning and MLOps: Use version control (like MLflow) and CI/CD to track which model is in production. Ideally, the
Salesforce integration layer can be updated along with model changes (e.g. updating endpoint URLs via metadata).

« Endpoint Exposure: After training, create a stable API endpoint. Platforms like SageMaker and Vertex encourage RESTful
endpoints. Heroku or Azure may package a Flask app with the model.

. Latency: Consider the inference latency SLA. Real-time scoring (e.g., when a sales rep loads a lead record in Lightning)
requires low latency. Batch scoring (nightly score refresh) can tolerate more delay.

« Scalability: Ensure the model endpoint can scale. Cloud container services (Kubernetes, Lambda functions) can autoscale
based on request rates.

Example: Google Vertex + Salesforce via Model Builder

Salesforce now offers a declarative way to connect external models: the Model Builder in Einstein Copilot Studio. A practical
example from Salesforce shows a retailer using Data Cloud and Vertex Al (Source: developer.salesforce.com):

. Step 1: Prepare data and create a training set in Data Cloud.
« Step 2: Use a Python SDK to import Data Cloud objects into Vertex Al Workbench and train an XGBoost classifier.
. Step 3: Deploy the model in Vertex Al (create an endpoint).

. Step 4: In Salesforce Model Builder, set up a new model with the Vertex endpoint URL and authentication credentials (Source:
developer.salesforce.com).
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« Step 5: Map Salesforce Data Cloud fields to model input features and output. Activate the model.

. Step 6: Set up Salesforce Flows or Segments to use the predictions (e.g., route sales tasks or marketing journeys).
Advantages of this approach:

« Low-Code: Administrators can connect a model endpoint via a guided Ul instead of writing code.

« Near Real-Time: Model Builder supports “streaming” mode where any change in the source triggers a re-score (Source:
developer.salesforce.com).

. Unified Data Handling: Since training data and scoring happen in Data Cloud, the data movement is minimized.

Considerations:

« This approach requires Salesforce Data Cloud (part of Salesforce CDP). Organizations without it must integrate via custom
approaches.

« Authentication: Model Builder supports Google service accounts, JWT keys, etc (Source: developer.salesforce.com). Ensure
secure credential management.

« Field Mapping: Input fields must exactly match the endpoint’s expected schema. Model Builder helps by aligning fields in
correct order (Source: developer.salesforce.com).

This case shows how Salesforce is enabling an enterprise-friendly pipeline: Data Cloud - Vertex Al -» Data Cloud - Salesforce
Apps (Source: developer.salesforce.com) (Source: developer.salesforce.com). Other cloud ML platforms often have similar
connectors (e.g. AWS Al-Bridge, or custom Salesforce connected app to SageMaker endpoint).

Runtime Integration: Invoking Models from Salesforce
With the model endpoint live, Salesforce needs to call it. There are several runtime integration techniques:

1. Apex Callouts: In Apex code (classes or triggers), perform an HTTP callout to the model’s REST API. This is useful for
synchronous use cases:

o Example: A lead record gets saved; an Apex trigger calls a ML endpoint to score lead quality, then updates the lead record
with the score.

o Limits: Apex limits govern callouts (max 100 calls per transaction, 120s total callout time). This suits short, essential calls
but not high-frequency batch calls.

o Authentication: Use Named Credentials in Salesforce to store endpoint URL and OAuth tokens. This centralizes secrets and
handles auth flows.

o Sample:

HttpRequest req = new HttpRequest();
req.setEndpoint('callout:MyMLService/score');
req.setMethod('POST");
req.setBody('{"featurel":100, ...}');
HttpResponse res = new Http().send(req);

o [No direct citation available for generic Apex, but see [21] for credentials use in Model Builder].

2. Salesforce Flow (External Services): Salesforce Flow can invoke external REST APIs if they are registered as External
Services. The endpoint schema (OpenAPI spec) is imported into Salesforce, creating Flow actions. This allows non-developers to
drag-and-drop a model call into a Flow.

o Useful for automated processes (no code needed in many cases).

o Limitation: Flows also have timeout limits (~120s).
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o Example: In a Screen Flow or Record-Triggered Flow, add an action “Call MyModelService” with input fields, then use the
output.

3. Platform Events and Subsidiary Services: For asynchronous or high-volume scoring, a good pattern is:

o Salesforce publishes a Platform Event (PE) containing record ID and necessary features.

o An external subscriber (e.g. a Heroku app or MuleSoft listener) receives the PE, calls the ML model, and then writes back
the result into Salesforce via the Bulk or REST API.

o This decouples Salesforce from the latency of scoring: the user can save a record quickly, and in the background the score
comes in later.

o Example: The Marketing Cloud scenario from [22] suggests triggering Einstein GPT workflows via Platform Events based on
model-detected events (Source: datawhistl.com).

4. MuleSoft API: As middleware, MuleSoft can orchestrate calls in either direction:

o A Mule flow could be triggered by a Salesforce Outbound Message or API call, then call the Al model, then call back to
Salesforce.

o This hides complexity and respects enterprise patterns. The MuleSoft interview quoted Param Kahlon: “MuleSoft’s
integration products connect data silos... improving generative Al’s outputs” (Source: www.salesforce.com). In practice, you
could use Anypoint Studio to design a flow: Salesforce Connector gets data — HTTP Connector calls ML endpoint -
Salesforce Connector updates record or publishes event.

o APl Gateway features add security (rate limits, payload logging) to model calls, as described in [101L141-L147].

5. Lightning Web Components: For certain use cases (e.g. an interactive Einstein GPT prompt), a Lightning component
(JavaScript) might call an external API. However, this often requires creating a named credential and enabling CORS. It's less
common for heavy Al tasks due to browser restrictions.

6. Batch Bulk API: For offline, scheduled scoring of many records, one can use the Bulk API. For example, daily upload a CSV of
features from Salesforce via Bulk API to an Al system, and Bulk API load back the results. This more often applies to analytics
use-cases.

7. Einstein Services: Salesforce Einstein itself can host models via Einstein Platform Services (though these are being phased
out in favor of Data Cloud / Model Builder). For on-platform models, Einstein Discovery could provide scores to Salesforce
analytics. But for truly custom external models, the above are typical.

The table below compares some of these Salesforce integration approaches:
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APPROACH

Apex Callouts

Salesforce
Flow/External
Service

MuleSoft/API
Gateway

Platform Events
+ Subscriber

Heroku Connect
+ External
Service

Einstein Model
Builder

METHOD

Synchronous HTTP requests in Apex
code

Declaratively call a registered REST
API

Middleware flows route requests

Async pub-sub between Salesforce
and external Al

Bi-directional sync via Postgres and
run code

Config-driven integration (no-code)
with external models (Source:
developer.salesforce.com)

Integrating Custom Al with Salesforce: An Architect's Guide

PROS

Simple to implement; available
in triggers/Rest. No extra
middleware needed.

Low-code; non-programmers
can integrate. Debuggable in
Flow.

Highly scalable; central
security & monitoring; can
integrate multiple calls in one
flow.

Decouples calls; handles high
volume; no user wait-time.
Excellent for batch or event-
driven.

Bi-directional, near real-time
sync; supports complex
Python/ML code on Heroku
(Source: atrium.ai) (Source:
atrium.ai).

Simplest for supported use
cases; continuous scoring;
integrates with Data Cloud.

Table 3: Comparison of integration approaches for connecting Salesforce with external Al models.

CONS/NOTES

Subject to Salesforce
governor limits (max
~120s, 100 calls). Use
Named Credentials for
auth.

Also synchronous and
subject to timeouts.
Schema registration step
required.

Requires MuleSoft (or
similar middleware)
license. Adds operational
overhead.

More complex to
implement; needs
subscriber service & write-
back logic.

Adds latency (waiting for
DB sync). Requires Heroku
& Postgres.

Requires Salesforce Data
Cloud and supported
endpoints (Vertex,
SageMaker).

In practice, many organizations use multiple approaches in concert. For example, real-time scoring on a Lead record might use
an Apex callout, while nightly re-scoring of all customers might use a MuleSoft batch flow or Heroku App with Connect.

Data Orchestration and Flows

Beyond individual calls, designers should consider orchestrating the overall data flow between Salesforce and Al systems. This

includes:

« Triggering Conditions: Determine when scoring should happen. Possibilities:

o Record-Triggered: Score on create/update of a record (e.g., scoring lead quality whenever a new lead is saved). This can
be done via trigger/Flow or Platform Event.

o Scheduled: Run batch scores nightly or weekly. E.g., a batch Apex or external job that loops over records to send to model

(or triggers a MuleSoft job).

o Event-Driven: Use an Al model to detect events (e.g., a customer’s churn propensity crosses a threshold) and then fire

actions

in Salesforce.

The Datawhistl “Trigger

GPT Workflows” example
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“drop_in_engagement” and then sending a Platform Event to Salesforce that triggers Einstein GPT to generate outreach
content (Source: datawhistl.com).

Result Handling: After an Al endpoint returns results, how are they used? Options:

o Update Records: Write results into Salesforce fields or related objects (an “Al Scores” custom object). This makes results
visible to end users and usable in reports. E.g. update Contact record with purchase_intent__c.

o Actions: Use Flow or Apex to take actions based on results. For instance, if “churn_risk_score” exceeds a threshold, Flow
could automatically create a task for a sales rep or add the customer to a high-risk group.

o Segments/Reports: Import results into Salesforce Data Cloud to define segments or smart lists (for Marketing Cloud
Journey Builder or Pardot).

o Notifications: Send alerts or emails to owners if an Al model flags something.

Error Handling and Idempotency: Integrations should gracefully handle failures (time-outs, unreachable Al service). For
asynchronous models (Platform Events), ensure idempotent processing (if a custom subscriber fails to process an event, make
sure re-processing does not duplicate updates).

Example Use Case: Predictive Lead Scoring

To illustrate a concrete flow, consider a typical use case: predicting lead conversion.

1.

Model Training: Data from Salesforce (Lead source, industry, past activity) and perhaps external user engagement is exported
(Migration pattern) nightly to a data warehouse. A Python job trains a classification model on historic leads (the ground truth
being which leads became opportunities).

. Model Deployment: The model is deployed as an API (e.g. on AWS Lambda behind API Gateway).
. Data Integration: In Salesforce, a new custom field Predicted_Convert_Prob__c is added to the Lead object.

. Runtime Scoring (Real-time):

o When a lead is created or edited, a Lead trigger fires an Apex callout to the model endpoint, passing relevant fields (name,
source, last activity date, etc.) in JSON.

o The model returns a probability; Apex parses it and writes to Predicted_Convert_Prob__c on the Lead.

. Runtime Scoring (Batch):

o A nightly batch job (Apex Batch or external ETL triggered via Salesforce’s Bulk API) sends all unsolved leads to the model
endpoint in a single request or through loops, updating their scores in batch.

. Usage: Sales managers use this score in list views and reports to prioritize leads. Additionally, a Flow rule might automatically

assign leads with score > 0.8 to a VIP queue.

. Monitoring & Retraining: Integration logs record which leads were sent and the returned scores. Periodically, the model is

retrained with the latest data and the endpoint is updated (new Named Credential or APl URL) without downtime to Salesforce
processes.

This example underscores multiple integration elements: Apex callouts, bulk API, record updates, and automated flows. Each step
must be secured (using Named Credentials for the endpoint, ensuring only the lead owner or system can view the score if needed)
and governed (audit logs for scoring).

Security, Privacy, and Governance

Integrating Al models raises serious data governance and security considerations. Enterprise architects must ensure that
customer data and model outputs remain secure and compliant with regulations. The integration architecture should embed
controls at every layer:

Page 14 of 23


https://cirra.ai/?utm_source=pdf
https://cirra.ai/articles/salesforce-custom-ai-integration
https://datawhistl.com/blog/integrating-custom-ai-models-with-salesforce-einstein-gpt-5-ways-to-supercharge-your-marketing-cloud-campaigns/#:~:text=How%20it%20works%3A

Q Cirra Al Integrating Custom Al with Salesforce: An Architect's Guide

. Data Encryption: All connections should use HTTPS/TLS. Salesforce-to-external or external-to-Salesforce API calls must use
encrypted endpoints. Sensitive fields in Salesforce (e.g. SSNs, credit card info) should be encrypted at rest (Salesforce Shield)
and should be omitted or tokenized before feeding into any model to prevent data leaks.

- European Data Laws & Residency: For global companies, decide where model computations happen. If GDPR applies,
consider using Salesforce’s EU instances or running the Al model in the same region. Salesforce’s Hyperforce allows data
residency control, and its trust model ensures compliance with local data laws (Source: www.datanami.com).

. Einstein Trust Layer & API Security: Salesforce’s trust strategy includes an “Einstein Trust Layer” and extending MuleSoft’'s
APl management to Al endpoints (Source: www.salesforce.com). Practically, this means every Al inference happens over
managed APIs. Use API keys or OAuth tokens stored securely (Named Credentials) for authentication. Enforce least privilege on
those credentials. MuleSoft’s Flex Gateway can inspect Al-bound traffic, enforce quotas, and check data patterns (e.g., block
known PII fields).

« Access Control & Roles: Decide which users/roles should see Al predictions. Standard Salesforce profiles and permission sets
should control access to custom fields that store model results. For example, only sales managers might see churn risk scores,
not everyone.

« Compliance and Audit Trails: Especially in regulated sectors (banking, healthcare), maintain logs of data used and Al
outcomes. Salesforce Shield or external SIEMs should log each time a record is scored by Al, by whom (system or user), and
what was returned. If a decision is made (loan approved/denied), the audit trail should note the Al contribution.

. Privacy-Preserving Techniques: For very sensitive data, consider approaches like federated learning or edge inference.
Salesforce’s architecture vision explicitly mentions “Privacy-Preserving Al: techniques such as federated learning and
differential privacy” (Source: architect.salesforce.com). While most Salesforce integrations are not on-device, an enterprise

could train a model across data silos using federated approaches to avoid moving data.

- Data Retention / LLM Policies: A major concern is keeping generative Al from memorizing or transmitting corporate data.
Salesforce’s banking guidance notes a zero-retention policy for LLMs: “we don’t share client data with external LLMs” (Source:
www.salesforce.com). In practice, this means any prompt given to an LLM is not stored beyond the needed inference. If using a
third-party APl (e.g. an LLM API like ChatGPT), carefully read the provider’s data privacy guarantees. Use Azure or AWS LLMs

(rather than public ChatGPT) if stricter data isolation is needed.

« Guardrails for Outputs: When integrating generative or unstructured Al, implement content filtering. The Salesforce agentic
framework suggests “LLM Input/Output Security & Guardrails” to block unsafe outputs (Source: architect.salesforce.com). For
example, use keyword filters or secondary classifiers on API responses. Provide workflows where a human reviews Al-generated

text before it's sent to a customer (Salesforce calls this keeping “human in the loop” (Source: www.datanami.com).

- Business Continuity: Ensure that critical business functions aren’t stalled by an Al outage. Architect for failover: if a model
endpoint is down, the Salesforce process should log an error and continue, possibly using fallback logic. MuleSoft can queue
requests and retry.

In sum, an Al integration inherits all the standard security requirements of enterprise software, and more. The combination of
sensitive CRM data with powerful Al demands a rigorous trust architecture. Fortunately, many organizations (and Salesforce itself)
now view governance as a core requirement of Al. As one Salesforce leader noted, “trust begins with data... secure data access...
ensure Pll is protected” (Source: www.datanami.com).

Case Studies and Examples

We now present illustrative scenarios highlighting how custom Al integration with Salesforce delivers business value. These
examples reinforce the architectural concepts above with concrete applications.

Case Study: Retail Product Recommendation (Data Cloud + Vertex Al)

Imagine Northern Trail Outfitters (NTO), a retail company using Sales, Service, and Marketing Clouds. They want to predict
which product categories each customer is likely to buy next, to fuel personalized recommendations.
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. Data Setup: NTO collects unified customer profiles via Data Cloud (with purchase history, demographics, website clicks).

« Model: A data scientist trains a multiclass classification model in Google Vertex Al (using XGBoost) to predict a customer’s
most probable next product category (Source: developer.salesforce.com).

« Integration: Salesforce’s Model Builder is used to operationalize this model:
o The Data Cloud training dataset (cases, purchases, demographics) is ported into Vertex for training.
o The model's prediction endpoint is registered in Model Builder, with the required fields mapped (e.g., age_range,
loyalty_status, purchase_history ).
o The model is set to streaming mode: whenever any input field updates in Data Cloud, Salesforce calls Vertex for a new
prediction (Source: developer.salesforce.com).

« Application: The output (“Next_Best_Category__ c”) is written into a Data Cloud object.
o Marketing Cloud uses this field to create segments. For example, all customers predicted to prefer “camping gear” are
added to a tailored email campaign emphasizing new camping products.
o Service reps might get alerts for high-value customers entering a category likely to churn, enabling proactive outreach.

o On the Salesforce Ul, sales managers see predicted preferences on Account records and use it to cross-sell.

« Results: A/B tests show customers receiving category-specific promotions convert at a significantly higher rate. NTO’s
marketing vice president notes that “Al-driven recommendations can be embedded across CRM processes... results were ‘never

imagined possible across sales, service, marketing’” (Source: www.datanami.com).

This scenario uses the Integration Layer (Model Builder, Data Cloud connectors) and exemplifies end-to-end flow: Salesforce data
- External training (Vertex) — Salesforce scoring — Salesforce-driven action. It demonstrates the horizontal integration (across
clouds) and end-user productivity gains possible when custom Al is seamlessly embedded in Salesforce workflows.

Case Study: Marketing Content Personalization (Einstein GPT + Custom
Scores)

A global consumer goods company uses Marketing Cloud to run email campaigns. They already have an in-house propensity
model (built in SageMaker) that scores each customer’s likelihood to respond to promotions. They want to leverage this in email
creative generation via Einstein GPT.

. Integration Approach: They choose the “Enrich GPT Prompts with Model Outputs” pattern described in Datawhistl (Source:
datawhistl.com).

« Workflow:
1. The SageMaker model is scheduled daily to score customers (fields: churn_score, engagement_level, brand_loyalty ).
2. Scores are written back to Salesforce Contacts (via Heroku Connect or MuleSoft).

3. In Marketing Cloud, Einstein GPT is set up with prompt templates that include merge fields. For example, a template might
say: “Write a re-engagement email for a [customer _type] who is showing [intent_label] behavior and has a churn risk score
of [churn_score]. Keep the tone empathetic.”

4. When a marketer uses Einstein GPT Studio to draft an email, these fields are dynamically filled from the model output (e.g.
“high-value customer, browsing but not buying, churn 0.82") (Source: datawhistl.com).

5. Einstein GPT generates the final email text personalized for that segment (example output in [221L52-L61] ).
« Impact: The resulting content is more aligned with customer state. vs. generic blasts. Early campaigns saw higher open/click

rates since messages felt tailored. Importantly, no Al model was directly exposed outside; the scores were trusted internal
values that shaped the GPT prompt.

This example highlights composability: combining predictive scores (custom model) with generative Al (Einstein GPT). The
integration touches Salesforce Data Cloud (to store scores), Einstein GPT (content generation), and Marketing Cloud. It relies on
keeping Al pipelines decoupled until runtime assembly.
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Case Study: Autonomous Customer Support with Agents (Generative Al
Agents)

In financial services and other sectors, companies are exploring Al agents to automate tasks. Consider a bank deploying
Salesforce’s Agentforce platform (generative Al agents operating within business processes). While Agentforce is a proprietary
Salesforce offering, integrating it with existing data mirrors typical custom integration needs.

. Agentforce Setup: Agentforce can autonomously perform a defined workflow (e.g., open accounts, approve loans) by
interfacing with Salesforce data and other systems. It leverages LLMs (GPT-5, Claude) under a trust framework (Source:
www.reuters.com).

« Custom Hook-ins: To ground the agent’'s decisions, the bank plugs in its proprietary risk models and customer data. For
instance, when the agent is evaluating an account application, it retrieves a custom creditworthiness score from an
external microservice (via API call). The agent uses this to decide on approvals, beyond the default generative capabilities.

« Architecture: This requires the agent engine (Salesforce cloud) to integrate with the bank’s data platform. MuleSoft and
Anypoint could provide secure access to core banking systems. The agent’s architecture thus includes API calls to pull
transactional data, run custom ML checks, then write recommended actions back to Salesforce for human approval.

« Business Result: One credit union testing Agentforce reported that using Al agents increased customer engagement “three to
four times” (Source: www.salesforce.com). Although not entirely custom Al, this scenario shows how Salesforce’s Al agent
framework can incorporate external models for decision-making at scale.

Analysis of the Above Cases

Across these cases, common principles emerge:

. Close Data Integration: Each example requires tightly coupling Salesforce data with model data. The Data Cloud and event
buses acted as the spine of the integration, consistent with architecture best practices (Source: www.salesforce.com) (Source:
architect.salesforce.com).

« Choice of Sync Mode: Real-time use cases (Lead scoring, real-time email gen) used synchronous calls or event-triggered
flows; more strategic uses (nightly segmentation, campaign planning) were asynchronous, batch-oriented.

o Security and Trust: Sensitive data (like churn scores in banking) were handled with in-network APIs and protected models.
Salesforce’s trust emphasis (no data retention, encryption) was respected in each case (Source: www.salesforce.com) (Source:
www.datanami.com).

« Governance: In each scenario, outputs were auditable. Marketing and sales teams had dashboards/fields showing the model
inputs and results. This aligns with governance needs like model explainability (the lender could trace a loan offer to a credit
score, for example).

. User Empowerment: Architectures allowed business users (marketers, account execs) to leverage Al without necessarily
understanding ML internals - e.g., prompt templates shield complexity (Source: datawhistl.com), Einstein interfaces handle API.

. Transformation, Not Replacement: Importantly, all Al integration was designed to assist humans and processes, not
blindly automate. Salesforce stresses “human in the loop” especially for generative tasks (Source: www.datanami.com).

These real-world examples demonstrate that integrating custom Al models into Salesforce is feasible and can dramatically enhance
CRM outcomes, provided the architecture is carefully designed.

Data Analysis and Evidence

In constructing an enterprise architecture guide, we should support key claims with data and references. Some pertinent statistics
and findings include:

« Al Adoption and Productivity: A MuleSoft/Salesforce interview points out that “only 27% of companies are using Al tools to
improve productivity and efficiency. On the other hand, businesses that have adopted Al are 90% more likely to report higher
levels of productivity.” (Source: www.salesforce.com). This underscores the productivity imperative: firms investing in Al
integration see clear benefits.
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. Data Integration Importance: In the same source, it's noted that most companies struggle to leverage their own data
because it is fragmented. The interview quotes, “To take full advantage of Al, companies must integrate these systems and
harmonize their data.” (Source: www.salesforce.com). In other words, without proper integration, even the best Al models
flounder due to poor inputs. MuleSoft CTO Param Kahlon emphasizes that integrated data is the “fuel” for Al, echoing the
architecture need to unify the Customer 360 (Source: www.salesforce.com) (Source: www.datanami.com).

. Big Data Metrics: Salesforce’s Data Cloud capacity illustrates scale: it currently “processes 30 trillion transactions per month,
1 trillion imports per day” (Source: www.salesforce.com). Enterprises contemplating integrated Al must plan for similarly large
data volumes, and leverage platforms (like Data Cloud) built for it.

« Industry ROI: McKinsey analysis in banking (from [39]) suggests staggering potential: “Banks could add $1 trillion in value
annually through strategic use of Al.” (Source: www.salesforce.com). Notably, this value comes not just from new technology,
but by optimizing processes and customer insights enabled by Al. The fact that CRM is central in banking means integrated Al
can unlock a significant slice of that value.

. Trust and Risk Findings: A Salesforce-run survey of IT executives found real concerns despite interest: 71% cited security
risks as a barrier to generative Al adoption, 60% cited poor integration, and 59% cited lack of unified data strategy as obstacles
(Source: www.datanami.com). This bluntly highlights why architecture matters: most ClOs see integration itself as a hurdle. In
other words, if you unlock the integration problem, the path to Al payoff is much clearer.

« Pilot Failure Rate: Research indicates “95% of generative Al pilots never reach production” (Source: www.techradar.com).
This is a striking statistic. It suggests that even after pilot successes, something blocks full implementation - often it’s readiness
of infrastructure, data pipelines, or trust controls. A well-architected integration strategy tries to avoid this pitfall by planning
for production from day one (via sandboxing, versioning, and alignment with live workflows).

. Customer Engagement Gains: The report [39] notes, “One bank testing Agentforce has seen engagement jump three to four
times.” (Source: www.salesforce.com). While anecdotal, it provides an evidence point that Al-driven personalization can
dramatically improve outcomes. Even if specific to one bank, it offers a concrete example of ROl from Salesforce Al features
(which can be partially attributed to integrated Al models or data).

- Executive Priority: Salesforce’s own state of IT studies and interviews quote that 82% of IT leaders believe businesses should
work together to improve Al functionality, and 67% are prioritizing generative Al in the next 18 months (Source:
www.datanami.com). This indicates a broad organizational mandate behind such integration efforts.

These data points reinforce our architecture guide’s key themes: data is fundamental, integration is the bottleneck, and
governance is non-negotiable. They demonstrate that the enterprise urgency for Al is high, but success depends on system
architecture aligning with business needs.

Comparison of Integration Approaches (Table)

To crystallize the options, Table 3 (below) compares major integration approaches for invoking custom Al models from Salesforce.
This complements the earlier discussion by laying out pros and cons in a glance:
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. Girra AI

APPROACH

Apex
Callouts

Salesforce
Flow
(External
Service)

MuleSoft /
Integration
Platform

Heroku or
External
App +
Connect

Event-
Driven
(Platform
Events)

Model
Builder
(Copilot
Studio)

Einstein
GPT
Custom
Actions

DESCRIPTION

Salesforce Apex code
makes synchronous HTTP
request to model API.

Declarative Flow action
calling a registered REST
API.

External middleware route:

Salesforce & MuleSoft & ML

service.

Use Heroku Connect

(Postgres) and a hosted app

for ML.

Salesforce publishes an
event; an external listener
(could be
AWS/Mule/Heroku) calls
model.

Salesforce Data Cloud Ul
connects to external model
(Vertex, SageMaker).
(Source:
developer.salesforce.com)

Define GPT Studio actions
that call external APIs
during generation (Source:
datawhistl.com).

SLACK/FLEXIBILITY

Low-code (in-code)
callouts with Named
Credentials.

Low-code with little
programming.

High-level
orchestration.

Backend-app
approach.

Decoupled,
asynchronous
architecture.

Click-based
integration.

Low-code, Al-
assisted.
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PROS

- Direct, on-platform. No
extra middleware needed.
- Immediate scores
available in same
transaction.

- No code needed; admins
can configure actions.

- Built-in Ul for mapping
inputs/outputs.

- Enterprise-grade:
centralized security,
observability, policy
enforcement. (Source:
www.salesforce.com)

- Can call multiple systems
in one flow.

- Bi-directional sync
(Heroku Connect) (Source:
atrium.ai) allows off-
platform model
computations.

- Flexibility to use any
language or ML framework.

- Eliminates Salesforce
callout limits.

- Scales well for high
volume (can process in
parallel).

- No code needed; fully
managed in Salesforce.

- Supports streaming
updates for real-time
models. (Source:
developer.salesforce.com)

- Embeds custom Al calls
into generative workflows.
- Allows dynamic model
invocation during prompts.
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CONS /
CONSIDERATIONS

- Subject to Apex
governor limits (max
~120s/transaction).
- Coupled to
Salesforce execution
(no retry outside).

- Same sync limits
(timeouts).

- Must import
schema (OpenAPI).

- Additional cost and
complexity.

- Requires
maintaining an extra
platform.

- Daily sync latency
(or governed by
connector cadence).
- More moving parts
(app, DB, sync).

- More complex
(requires event
consumers & async
handling).

- Needs mechanism
to return results
(callback or record
update logic).

- Requires Salesforce
Data Cloud.

- Limited to
supported ML
platforms (Vertex,
SageMaker) and
single region.

- Still maturing
feature (requires
Einstein GPT
licenses).

- Best for
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CONS /

APPROACH DESCRIPTION SLACK/FLEXIBILITY PROS
CONSIDERATIONS

text/marketing
tasks.

Table 3: Comparison of primary integration methods for embedding custom Al models into Salesforce.

This table is not exhaustive but highlights how different technical strategies balance between simplicity and control. Enterprises
often use a mix. For instance, Apex callouts might handle CRUD operations on Salesforce data, while MuleSoft orchestrates data-
heavy flows and ensures security (Source: www.salesforce.com) (Source: www.salesforce.com). Modern trends lean toward event-

driven, API-led architectures for scalability and resilience.

Current Trends and Future Directions
The Salesforce ecosystem is rapidly evolving to make Al integration more seamless, and new architecture paradigms are emerging:

« Al Agents and Agentic Architecture: The concept of an “agentic enterprise” (Salesforce’s term (Source:
architect.salesforce.com) envisions autonomous Al agents performing tasks across systems. Architecturally, this demands a
robust integration fabric, extensive observability, and semantic models. The Salesforce Architects whitepaper emphasizes
evolving the integration layer into an “Event-Driven Integration Fabric” with capabilities like “Semantic Knowledge Adapters”
and “Agent Protocol Gateways” (Source: architect.salesforce.com). Practically, this means building microservices where each Al

agent can discover data sources and tools at runtime (using protocols like Model Context Protocol - MCP), rather than hard-
coding endpoints.

. Digital Twin Testing Environments: As noted earlier, Salesforce’s CRMArena-Pro introduces the idea of a digital twin for
business operations (Source: www.techradar.com). This trend recognizes that testing Al in production is risky; thus, mapping the
integration into a simulated environment (with synthetic data) allows validation of Al agents before live deployment. For

architects, this implies versioning not just code/models but entire environments, possibly with infrastructure-as-code and
containerized replicas of systems.

. Foundation Models & Plug-and-Play Al: With LLMs becoming foundational, architectures will need to treat these models as
shared services or utilities. For example, rather than a single Salesforce org having one GPT, multiple line-of-business apps
might call the same corporate LLM endpoint securely. Salesforce’s open ecosystem allows plugging in various models (like GPT-
4, Claude-2, etc.). Technical standards like the FHIR for healthcare or the newer Model Context Protocol (MCP) aim to
standardize how tools (like LLMs) are discovered and invoked by other systems. Emerging patterns will favor Al-as-a-Service
modules that are agnostic to the underlying model provider.

. Edge Al & Local Processing: Although less common in CRM, we note a global push for processing data faster and locally (e.g.
on-device or edge). Future Salesforce integrations may involve on-prem or edge inference (for example, a field service app on a
tablet runs a local vision model, then syncs results to Salesforce when online).

« Privacy-Enhancing Computation: To address concerns like those noted in financial use cases (Source: www.salesforce.com)

(Source: www.datanami.com), enterprise architectures may incorporate homomorphic encryption or secure enclaves so that
model scoring can happen on encrypted data, further protecting PIl during integration.

. Continuous Learning Loops: Mature solutions will close the loop from inference back into model training. For instance, user
corrections to predictions (like a sales rep marking a lead as mis-scored) could be fed back into the ML pipeline via Salesforce
(Field changes triggering data collection). Salesforce discusses “Closed Learning Feedback Loops” that integrate telemetry from
operations back into MLOps pipelines (Source: architect.salesforce.com).

« Al Governance Frameworks: Expect deeper integration with corporate risk and compliance systems. For example,
integration might include automated bias detection services: every model inference logged and periodically reviewed for
fairness across subpopulations. Salesforce’s “Office of Ethical and Humane Use” suggests that future devOps pipelines may
include automated ethical checks before updating models.
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« Low-Code and No-Code Al Integration: Salesforce is democratizing integration via tools like Model Builder, MuleSoft
Composer (for non-technical devs), and GPT Studio. We anticipate more drag-and-drop Al connectors and “Al marketplace”
components, similar to the Composable Capability Catalog concept in the Agentic framework (Source:
architect.salesforce.com). This could lead to marketplace modules where an admin clicks to add a pre-built Al capability
(sentiment analysis, translation) and wires it to fields or processes.

In sum, towards 2030 we envision Salesforce-centered architectures that are Al-native: event-driven, composable, and endowed
with continuous monitoring and evolution. Integrations will be not just between static systems but include autonomous workflows
where Al agents call multiple APIs dynamically. Trust and compliance will be first-class citizens, as enterprises cannot sacrifice
governance for agility. In the future, it will be common to see architectural diagrams including Al agents and semantic layers as
core components, not afterthoughts.

Conclusion

Integrating custom Al models with Salesforce unlocks powerful new capabilities for the enterprise: smarter automation, deeper
personalization, and data-driven insights across sales, service, and marketing functions. However, doing so safely and effectively
requires careful architectural planning.

This guide has outlined an end-to-end vision for that architecture. We began with the business motivation (ROI, productivity
gains (Source: www.salesforce.com), competitive differentiation) and then examined the technical context of Salesforce’s data
and Al stack (Data Cloud, Einstein GPT, MuleSoft, etc.). We discussed common integration patterns adapted to Al - such as batch
migrations and real-time broadcasts (Source: blogs.mulesoft.com) (Source: blogs.mulesoft.com) - and mapped out the multiple
layers in an enterprise architecture, including integration middleware, data platform, model platform, and Salesforce apps.

Through specific implementation examples and tables, we compared integration methods (Apex callouts vs middleware vs
declarative tools, etc.) and illustrated how to orchestrate data flows for scoring, predictions, and content generation. We
emphasized real-world security and governance practices: encrypt data, implement zero-trust, online audits, and trust layers
(Source: www.salesforce.com) (Source: www.salesforce.com). In each piece of advice, we backed claims with citations to expert
sources, Salesforce documentation, or industry analyses. For instance, we cited a Reuters report on Salesforce’s $8B plan to acquire
Informatica for better Al data governance (Source: www.reuters.com), and Salesforce interviews stressing data integration as the
“fuel” for Al (Source: www.salesforce.com).

Finally, we looked ahead to future trends - from Al agents and digital twins (Source: www.techradar.com) to privacy-preserving Al
and composable Al marketplaces. The trajectory is clear: enterprises will need ever more dynamic, semantically aware
architectures as Al becomes pervasive.

Key takeaways for architects:

« Start with data: ensure Salesforce data is clean, unified, and accessible to your Al models (Source: www.salesforce.com)
(Source: www.leanware.co).

« Use integration patterns: leverage event-driven designs and middleware to decouple systems and handle scale.
« Leverage Salesforce’s tools: Model Builder, Einstein GPT, and Flow can simplify integration steps.

« Prioritize governance: embed encryption, zero-trust, and audit from the outset (Source: architect.salesforce.com) (Source:

www.salesforce.com).

« Think holistically: architect the entire lifecycle (training, deployment, scoring, feedback loop) and align technical teams with
business owners.

By following these guidelines, enterprises can create a robust technical foundation that empowers their sales and service teams
with Al-driven capabilities — while maintaining the security, trust, and compliance that customers and regulators demand. The
potential uplift in customer experience, efficiency, and revenue is substantial, provided architectures adapt to this Al-first reality
(Source: www.salesforce.com) (Source: www.salesforce.com).

Integrating custom Al with Salesforce is not a one-off project but an ongoing platform evolution. It requires cross-disciplinary
collaboration between CRM admins, data engineers, machine learning specialists, and security officers. With a well-designed
enterprise architecture, however, what were once siloed machine learning experiments become continuously delivering value
within the Salesforce-driven enterprise.
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Sources: Authoritative references from Salesforce documentation, industry press, and thought leadership have been cited
throughout (e.g. Salesforce news releases (Source: www.axios.com) (Source: www.reuters.com), MuleSoft interviews (Source:
www.salesforce.com) (Source: www.salesforce.com), and research surveys (Source: www.salesforce.com) (Source:

www.datanami.com) to substantiate claims. All data, patterns and recommendations above are drawn from these credible sources.

Tags: salesforce ai integration, enterprise architecture, custom ai models, salesforce data cloud, mulesoft, bring your own model,
generative ai, salesforce architect

About Cirra

About Cirra Al

Cirra Al is a specialist software company dedicated to reinventing Salesforce administration and delivery through autonomous,
domain-specific Al agents. From its headquarters in the heart of Silicon Valley, the team has built the Cirra Change Agent
platform—an intelligent copilot that plans, executes, and documents multi-step Salesforce configuration tasks from a single plain-
language prompt. The product combines a large-language-model reasoning core with deep Salesforce-metadata intelligence, giving
revenue-operations and consulting teams the ability to implement high-impact changes in minutes instead of days while
maintaining full governance and audit trails.

Cirra Al's mission is to “let humans focus on design and strategy while software handles the clicks.” To achieve that, the
company develops a family of agentic services that slot into every phase of the change-management lifecycle:

. Requirements capture & solution design - a conversational assistant that translates business requirements into
technically valid design blueprints.

. Automated configuration & deployment - the Change Agent executes the blueprint across sandboxes and production,
generating test data and rollback plans along the way.

« Continuous compliance & optimisation - built-in scanners surface unused fields, mis-configured sharing models, and
technical-debt hot-spots, with one-click remediation suggestions.

. Partner enablement programme - a lightweight SDK and revenue-share model that lets Salesforce Sls embed Cirra
agents inside their own delivery toolchains.

This agent-driven approach addresses three chronic pain points in the Salesforce ecosystem: (1) the high cost of manual
administration, (2) the backlog created by scarce expert capacity, and (3) the operational risk of unscripted, undocumented
changes. Early adopter studies show time-on-task reductions of 70-90 percent for routine configuration work and a measurable
drop in post-deployment defects.

Leadership

Cirra Al was co-founded in 2024 by Jelle van Geuns, a Dutch-born engineer, serial entrepreneur, and 10-year Salesforce-
ecosystem veteran. Before Cirra, Jelle bootstrapped Decisions on Demand, an AppExchange ISV whose rules-based lead-routing
engine is used by multiple Fortune 500 companies. Under his stewardship the firm reached seven-figure ARR without external
funding, demonstrating a knack for pairing deep technical innovation with pragmatic go-to-market execution.

Jelle began his career at ILOG (later IBM), where he managed global solution-delivery teams and honed his expertise in enterprise
optimisation and Al-driven decisioning. He holds an M.Sc. in Computer Science from Delft University of Technology and has lectured
widely on low-code automation, Al safety, and DevOps for SaaS platforms. A frequent podcast guest and conference speaker, he is
recognised for advocating “human-in-the-loop autonomy”—the principle that Al should accelerate experts, not replace them.

Why Cirra Al matters

. Deep vertical focus - Unlike horizontal GPT plug-ins, Cirra’s models are fine-tuned on billions of anonymised metadata
relationships and declarative patterns unique to Salesforce. The result is context-aware guidance that respects org-specific
constraints, naming conventions, and compliance rules out-of-the-box.

- Enterprise-grade architecture - The platform is built on a zero-trust design, with isolated execution sandboxes,
encrypted transient memory, and SOC 2-compliant audit logging—a critical requirement for regulated industries adopting
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generative Al.

« Partner-centric ecosystem - Consulting firms leverage Cirra to scale senior architect expertise across junior delivery
teams, unlocking new fixed-fee service lines without increasing headcount.

« Road-map acceleration - By eliminating up to 80 percent of clickwork, customers can redirect scarce admin capacity
toward strategic initiatives such as Revenue Cloud migrations, CPQ refactors, or data-model rationalisation.

Future outlook

Cirra Al continues to expand its agent portfolio with domain packs for Industries Cloud, Flow Orchestration, and MuleSoft
automation, while an open API (beta) will let ISVs invoke the same reasoning engine inside custom UX extensions. Strategic
partnerships with leading Sls, tooling vendors, and academic Al-safety labs position the company to become the de-facto
orchestration layer for safe, large-scale change management across the Salesforce universe. By combining rigorous engineering,
relentlessly customer-centric design, and a clear ethical stance on Al governance, Cirra Al is charting a pragmatic path toward an
autonomous yet accountable future for enterprise SaaS operations.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the accuracy, completeness, or reliability of its contents. Any
use of this information is at your own risk. Cirra shall not be liable for any damages arising from the use of this document. This content may include material generated with
assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information independently. All product names, trademarks,
and registered trademarks mentioned are property of their respective owners and are used for identification purposes only. Use of these names does not imply endorsement.
This document does not constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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